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MNpeaucnoBue

1 PASPABOTAH ®epnepanbHon cAyxOon no TeXHUYECKOMY #M 3kCnopTHomy koxTponio (PCTIK Poc-
cumn), denepanbHbiM roCYAapCTBEHHBIM BIOMKETHBIM YYpeXaeHneM Haykn «MHCTUTYT CMCTEMHOIO nporpam-
Muposanua uMm. B.[M. MeaHHukoBa Poccuinckon akagemumn Hayk» (UCI PAH)

2 BHECEH TexHnuyeckum komutetTom no ctangaprusaumm TK 362 «3awmTta nHgopmaummn»

3 YTBEPXOEH ¥ BBEOEH B OENCTBUE [Mpukasom denepantHOro areHTCTsa no TeXHUYECKOMY
perynuposaHuio u metponoruu ot 18 ausaps 2024 r. Ne 25-ct

4 BBEJEH BNEPBbIE

lMpasuna npumeHeHuUs HacmosWez0 cmaHdapma ycmaHoeneHe! 8 cmamee 26 ®edepansHo20 3aKoHa
om 29 uroHs 2015 2. Ne 162-@3 «O cmandapmu3sauuu 6 Poccutickolu @edepayuu». MHgpopmayus ob u3-
MEHEHUSIX K Hacmosiwemy crmaHdapmy ny6nukyemcs 8 exe200HOM (N0 COCMOSHUID Ha 1 HBaps meKkyuwez20
200a} uHOPMaUUOHHOM yKaszamene «HauuoHanbHbie cmaHdapmbi», a OhuUUaneHbIT MeKCm Uu3MeHeHul
U NoMnpasoK — 8 eXeMecaYHOM UHOPMaULUOHHOM ykazamene «HayuoHansHblie cmaHlapmei». B cnyyae
nepecMompa (3aMeHbl) Unu OMmMeHb! HacmosLwe20 cmaxdfapma coomeemcemayioujee ysedomneHue bydem
onybnuxkogaHo & bnuxalweM BbiNycKe eXeMecsyHo20 UHGHOPMaUUOHHO20 ykadamens «HayuoHansHble
cmandapmei». Coomeememeyrowias uHGOPMaUUs, yeedoMIeHUe U MEeKCMbl PAasMeUaomecs maKkxe 8 UH-
opmayuoHHOU cucmeme obweao nonL30eaHust — Ha oghuluansHoM catime ®edepansHo20 azeHmemea no
MEexXHUYECKOMY pegynuposaHulo U Mempornoauu 8 cemu VinmepHem (www.rst.gov.ru)
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BBenexue

YposeHb Be3onacHOCTH co3pasaemoro nporpammuoro obecnedenns (0) ceasaH ¢ Hanu4Mem ys3su-
MOCTEWN 1 KpUTUYECKux olnboK B NporpaMmHOM Kofe. B cBOKWO ouvepeab, KONMYEeCTBO HaWgeHHbIX Ouwmnbok
BO MHOrOM OnNpefensaeTcsl ypoBHEM UCMONL3YEMBIX B XOae pa3paboTku MHCTPYMEHTOB. [1ns 310f0 coBpemen-
Hble MHCTPYMEHTHI NOMUCKA OWMBOoK, Takue Kak cTaTuyeckue v uHaMudeckue aHanusaTtopbl, obecneunsaioT
onpegeneHHbin HAabop xapakTepucTUK aHanu3a: NONHOTY K Ka4eCcTBO, CKOPOCTb, yAoBCTBO ANg nonb3oeare-
NS, NPUMEHUMOCTb K COBPEMEHHbLIM S3biKam NPorpaMMuUpoBaHng u ap.

Hacroauwwit ctanaapt yctaHaenueaeT obwme TpeboBaHUS K BHEOAPEHWUIO 1 BLINOMHEHWIO CTATUYECKO-
ro ananusa MO, a TaKkke UCxoaHbie faHHblie, HeobxoauMbIE ANA ero BbinONHeHusa. HacTtoswmn ctanpapr
ycraHasnueaeT TpeboBaHua K METOAAM CTaTUHECKOTO aHanwu3a, MHCTPYMEHTaM aHanuaa (CTaTuydeckum aHa-
nu3aTopam) ¥ K cnewMannucTaMm, y4acTBylownM B aHannse. Hactoswmi ctaHgapT ycraHasnmBaeT MeToanKy
NPOBEPKN YCTaHaBNMBaeMbIx TpeboBaHWUit K MHCTPYMEHTaM aHanuaa.

Hacroauwwui cTaHaapT BXoanT B KOMMNEKC CTaH4APTOB, HanpaBNeHHbIX HAa OCTWKEHWe uenewn, cea3aH-
HbIX C NpeaoTBpalleHNeM NOSBNEHUN W/WNK YCTPaHEHUEM yS3BUMOCTEN Nporpamm, cogepxmnt obuwme Tpebo-
BaHWA N0 NpoBeAeHWIO cTaTuveckoro aHanusa O n npumenseTcs cosmectHo ¢ FOCT P 56939,
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HAUWOHANbLHBLIN CTAHOAPT POCCUWUCKOW EOQOEPALUNMNU

3awmTa nHdopmayum
PA3PABOTKA BE3ONACHOIO NPOrPAMMHOIO OBECNEYEHUA

Crarvueckui aHann3 NporpaMMHoro obecneyeHus.
O6uwune TpeboBaHusa

Information protection. Secure software development.
Software static analysis. General requirements

[Oara Beegenunn — 2024—04—01

1 O6nacTb npumeHeHNA

Hacrosuwui ctaHaapT onucbiBaeT NOPAAOK BHEAPEHUA ¥t BLINONHEHUSA CTaTUMECKOro aHanuaa, ycrTaHas-
nusaeT TpeboBaHuA K ero BbiMONHEHWUD, KNaccudukaumio owmnbok, HaxoAUMbIX CTaTUYecKUMU aHanuaaTo-
pamu, a Takke TpeboBaHMsa K METO4aM aHannaa, Kk MHCTPYMEHTaM CTaTnyYecKoro aHannuaa, Kk cneunanucram,
y4acTBYIOWMWM B BbINOMHEHNN aHANNU3a, a TaKke K METOOMKE NPOBEPKM CTATUMECKUX aHann3aTopoB Ha COOT-
BeTcTBME TpeboBaHWAM OAHHOrO cTaHaapTa.

HacToswmin ctaHgapTt npeaHazHaqeH:

- oNns pa3paboTyYNKOB CTaTNYECKUX aHanu3aTopos;

- ans pa3paboTunkoB CPeacTs 3aluTsl MHopMaumK, cpeacTs obecneverHus 6esonacHocTh Hopma-
LMOHHbLIX TEXHONOIIA,

- ans pa3pabotynkos nporpammuoro obecnevenus (MO).

2 HopmaTtusHbie CChINKN

B HacTofAuwem cTaHgapTe MCnonsb3oBakbl HOPMATYBHBIE CCbIMKW HA Cneaylumne cTaHaapTbl:

'OCT 19.102 EpuHan cuctema nporpaMmHon aokymentaumm. Ctagum paspabotku

FOCT 28397 (MCO 2382-15—85) Asbikn NporpammMnpoBaHns. TepMUHbI 1 onpegenexns

FOCT P 50922 3awwuta nndopmaummn. OCHOBHbIE TEPMUHLI U ONpegenexus

FOCT P 56939 3auiuta uHdopmauuu. Paspabotka 6esonacHoro nporpammroro obecneuerus. Obwume
TpeboBaHna

roCT P MCO/M3IK 12207 NHdopMauMoHHasa TexHonorust. CUCTeMHas 1 NporpamMMHas UHXeHepus.
Mpouecchl XU3HEHHOro UMKNa NPOrPaMMHbIX CpeacTs

Mpumevanune — Npu NONL3OBAHUKU HACTOAWMM CTAHAAPTOM Lenecoobpas3Ho NposepuTbL AEUCTBUE CCbINOY-
HbiX CTaHAAPTOB 8 MH(OPMAUMNOHHONU cucTeme obwero NnonbL3oBaHusa — Ha ouumnansHom cante PeaepanuHOro areHT-
CTBA N0 TEXHUYECKOMY PEerynupoBaHuio 1 MeTponormv 8 cetu VIHTepHeT unmn No exerogHoMy MHopMaumoHHOMY yKkasa-
Teno «HaunoHanbHble CTaHAapTh», KOTOPLIN ONyBNnkoBaH NO COCTOSHMIO HA 1 AHBaPA TEKYLUEero roAa, U No BbinyCKkam
eXeMeCAYHOro MHPOPMaLMOHHOTO ykasaTtens «HauvoHanbHble CTaHaapTe!» 3a TeKyWwmn rofd. Ecnu 3ameHeH CCbiNoMHbIA
CTaHAapT, Ha KOTOPbIA faHa HeaaTUPOBaHHAaA CCbiNKa, TO PEKOMEHAYETCS MCNONb30BaTh AEVUCTBYIOLLYIO BEPCUID 3TOro
cTaHgapTa C y4eTOM BCeX BHECEHHbIX B AaHHYIO BEPCUIO nameHeHun. Ecnn 3ameHeH CChiNOYHbIM CTaHAapT, Ha KOTOPLIN
AaHa 4aTnpoBaHHaNA CCbiNKa, TO PEKOMeHAYEeTCH UCNONb30BaTh BEPCUMIO ITOFO CTAHAAPTA C YKA3aHHbLIM Bbile roaom yT-
BepxaeHus (npuHaTus). Ecnu nocne yreepxaeHus HacCTORWEro CTaHAapTa B CCbINIOMHbLIA CTAHAAPT, Ha KOTOPbIM AaHa
[3aTUPOBAHHANA CCbINKA, BHECEHO U3MEHEHUEe, 3aTparnsaloLLee NONOXEHWE, Ha KOTOPOE AAaHa CCbINKA, TO 3TO NOMOXEHUE
pekoMeHayeTcs NpUMeHnTh 6e3 yueta 4aHHOro nameHeHns. ECNK cCbINOYHbLIN CTaHaapT oTMeHeH 6e3 3aMeHbl, TO NoNo-
XKEHUE, B KOTOPOM [13HA CCbIMNKE Ha Hero, PEKOMEHAYETCS NPUMEHATL B YACTU, He 3aTParuearLLen 3Ty CCbIfIKy.

Uznanune ochuunanbHoe
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3 TepMMHbl, onpegeneHna n CoKpauweHua

3.1 B HacTosiueM cTangapte npumMmeHeHbl Tepmudbl no FOCT P 50922, NOCT 28397, a Takxe cnenyto-
Line TEPMUHBL! C COOTBETCTBYIOWMMN OnNpeaeneHnsMn;

3.1.1 aHann3 nepapxum Knaccon: CTaTU4ecKuini aHanus, NO3BONKIOWMI BbISBUTE B NPOrpamMmax Ha
06BHEKTHO-OPUEHTUPOBAHHbLIX A3bIKAX CNUCOK KNACCoB, Peanu3oBaHHbLIX B NPOrpamMMe, a Takke OTHOLLEeHWUS
HacneaoBaHNS MeXAy STUMM Knaccamu,

3.1.2 aHanu3 KOCBEHHbIX BbI30BOB: CTaTU4eCKUI aHanu3, NO3BONAIWMIA B NPOrpamMmme, UCNoNb3yHo-
LeN BbI30BLI NO yKa3aTerno UNK Bbi30BbI BUPTYanbHbIX METOAO0B, YCTAHOBUTL MHOXECTBO NpoLeayp, KoTopbie
MOTYT Bbi3biBATLCA NPY BbINONHEHWW 3aaHHOMNO KOCBEHHOIO BbI30BA.

n pumevaHne — AHanus noToka ynpasnexna, aHanui3 NOTOKA JaHHbIX, aHANN3 NOMEYEeHHbIX JaHHbLIX, aHanu3
NCEeBAOHUMOB U aHAMNU3 KOCBEHHbIX BbI30BOB B 00LIeM cnyyae aalTt ﬂpM6ﬂM)KeHHbI€ pe3ynerathl.

3.1.3 aHanu3 nomeueHHbIX AaHHbIX: CTatuyeckuit aHanus, NpU KOTOPOM aHanu3npyetca TedveHue
NOTOKa AaHHbIX OT UCTOYHUKOB N0 CTOKOB.

Mpumevauna

1 Tloa UCTOYHUKAMKU NOHUMAIOTCH TOUKK NPOrPaMMbl, B KOTOPLIX JaHHBIE HAUUHAKOT AMETb NOMETKY — HEKOTOpoe
3a/1aHHOE CBOWCTRO. 104 CTOKaMM NOHUMAIOTCH TOMKU NPOTPaMMbL, B KOTOPbLIX AGHHLIE NEPECTaI0T UMETL NOMETKY.

2 PacnpoCcTpaHeHHas uenb aHanu3a NOMEYeHHbIX AAaHHBLIX — MoKa3aTh, YTO NOMEYEHHbIE SAHHbLIE He MOTYT no-
nacTs U3 UCTOUHUKOB — TOMEK BBOAA NOML30BATENS B CTOKU — MPOUEAYPbl 3aNUCU Ha ANCK UK B CeTb. DaxT TaKoro no-
nagaHna O3HavaeT yTeuky KOHMUOAeHUManNbHbIX AaHHbIX.

3.1.4 aHanu3 noToka [aHHbiX: CTaTUYeckui aHanus, npu KOTOpoM onpeaensioTcs ceoncTea obpaba-
ThiBAEMbIX NPOrPaMMON AaHHbIX.

n pumMmevaHne — MOI'yT onpeaenaTbCs BOIMOXHbIE 3Ha4eHUA NepeMeHHbIX M KOHCTaHT, TOMKKW NporpaMMbl, B
KOTOPbIX UCNOMb3YKITCA onpeaeneHHbie NnepeMeHHbie n Np.

3.1.5 aHanu3 notoka ynpasneHun: CTaTUYECKMA aHanui, Npu KOTOPOM Bbl4EeNS\IOTCA npoueaypbl
NpOrpamMMbi, NUHERHbLIE YYaCTKK KOAA NPOLEYP W YCIOBUSE NEPexo0s MeXay 3TUMK YYacTKamu.

3.1.6 ananu3 nporpaMmbl Ha CUHTaKCUMUYECKOM ypoBHe: CTaTvdecKkun aHanua, npu KOTopom obpa-
baTbiBaeTCs NpeacTaBneHue NporpaMmel, NONHOCTHI0 OTPAX3IoWee ee CUHTAKCUYECKYID CTPYKTYPY, Hanpu-
Mep abCcTpaKkTHOe CMHTAKCHUYeCcKoe Aepeso.

3.1.7 aHanu3 nceBaoHuMOB: CTaTWUyeckvil aHanu3, NO3BONAIOLWMA YCTAHOBUTL Hanuuyue 8 nporpam-
Me QOCTYNA K OAHOM 1 TON e NepemMeHHOn v (PyHKUMK C NOMOLLIO PA3NNYHbLIX CCbiNOK (YKasaTtenen).

3.1.8 BHyTpeHHee npeacTaBnenne: CTpyKTypbl AAHHLIX UNK CRyXeOHbIN A3bIK, KOTOPbLIE UCNONb3Y-
10TCH CTATAYECKUM aHaNM3aTopoM [Ans NpeaCcTaBneHsus UCXOAHOro Ko4a NporpaMMbl B XOAe aHanvsa.

n pumevaHne — BHyTpeHHee npeacrasnelme MoXeT CTpOUTLEA Kak nepea BbinonHeHnemM OCHOBHOTO aHannaa

B XO4€ OTOENbHOro, HACTPanBaeMoro Nnofb3osartenem arana KoHTponupyemon c6opku MO, Tak 1 BMECTE C BbINONHEHUEM
CTaTMYECKOro aHanuaa (Hanpumep, Koraa UCNomnb3yeMbif S3bIK NPOrpaMMmMpoBaHns He TpebyeT BbiNoNHEeHUs CHOPKN).

3.1.9 uMnepaTuBHLIN A3bIK NPOrPAMMUPOBAHNA: F13bIK NPOrPAMMUPOBAHUS, B KOTOPOM UCNOMb3Y-
€TCH napagurMa nporpaMMUpPoBaHKUs, ONUCLIBAOLas AEUCTBUA HAA SaHHbLIMK B TEPMUHAX NocnesoBaTens-
HOCTU KOMaHA.

3.1.10 nHayKTHBHARA nepemMeHHan: NepemMeHHas uukna nporpaMmeol, 3Ha4eHME KOTOPOW MOXeT BbiTb
BbIPAXKEHO B BUAE (DyHKUMK OT CHETUMKA LUMKIIA Ui APYINX UHAYKTUBHbLIX NEPeMEeHHbIX.

NMpumMeyaHue - VNHOYKTUBHBIE NEPEMEHHBIE, K&K NPABUNO, BbIPAXAIOTCA NUHENHBIMUA (DYHKLUMAMMN OT CHETYM-
K& LMKNA, UIMEHSAACH HA KaXO0W UTepauny UMKNa Ha OUKCUPOBAHHOE LIEMOoe 3HaueHue.

3.1.1

MHCTPYMEHTanbLHoe cpeacTBo: KomnbloTepHan NporpaMma, Ucnonb3yemas kak cpeacTso paspabor-
KW, TECTUPOBAHUS, aHann3a, NPOU3BOACTBA MW MoANUKaAUNK OPYFMX NPOrPaMM UMM AOKYMEHTOB Ha HUX.
[FOCT P 51904—2002, nyHkT 3.17]

3.1.12 xoHTponupyemasn cb6opka MO: CbHopka MO, npu BbINONHEHUN KOTOPOWM CTaTUYECKUM aHanu-
3aTopoM HUKCUPYIOTCR NOPSALOK 3anycKa NPOrpamMMHbiX CPEACTB, UX HACTPOMKY 1 UCNONb3yeMble KOHMUry-
paumu.

2
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3.1.13 kpurnyeckas owmnbka B nporpamme: Owunbka, KOTOPAs MOXET NPUBECTU K HapyLLeHuo bes-
onacHocTy obpabarbisaemMon naopmaumn.

3.1.14 noxHooTpuuarenbHoe cpabarbisaHue (owunbdka sBroporo poaa): OTcyTcTeue npegynpexae-
HUS 06 OLIKMGKE CO CTOPOHBI CTATUUECKOTO aHANU3aToOPa B CUTYALIMKU HANUYUA 3aBESOMO U3BECTHOW OLLNGKK B
nporpamme, kotopas cnocobHa peannsoBaTtbCa B Xo4e BbINONHEHUS NPOrPaMMb.

3.1.15 noxHononoxurenoHoe cpabartbiBaHue (owudbka nepsoro poaa): BbigaHHOE cTaTUveckm
aHanNM3aTopoMm NpeaynpexaeHve, KOTOpoe YKasblBaeT Ha KOHCTPYKUWMIO WM HECKOMbKO KOHCTPYKUMKA B
nporpamme (BO3MOXHO, B COBOKYNHOCTH C HEKOTOPbIM MHOXECTBOM BO3MOXHbLIX 3HEYE€HWI NepemMeHHbIX
NporpamMmmbi), He COAEPXaLUMX OLWnDKY, KOTOpPAs MOXKET Pean3oBaThCA B XOAe BbINONHEHWS NPOrPaMMbi.

3.1.16 mexmoaynbHbie ¢c8A3N: COBOKYNHOCTb CBA3EW NO YNPAaBMNeHWI0, KOr4a KO OLHOFO Nporpamm-
HOTO MOZYNA nepefaeT ynpasneHne ApyroMy Moaymnio, 1 CBsi3ew NO AaHHbIM, KOraa nporpammHbie Mogynu
COBMECTHO MCNONb3YIOT Kakne-Nubo gaHHbie.

3.1.17 mexmonynbHbIA aHanna: CTrarudeckunt aHanns, npy KOTOPOM BbINOMHAETCH COBMECTHLIN aHa-
NY3 NPOTPAMMBbl UNKU HECKOMNBKUX NPOrPaMM, COCTOSILLIMX U3 HECKOMbKUX NPOrpamMmmHbIX MOGYNEN, 1 BbisiBnse-
Mble CBOICTBA NPOrpaMmbl 3aTparvBaloT npoueaypbl UNN NepeMEHHbLIE U3 Pa3nUYHbLIX MOAYNEeN.

3.1.18 MmexnpouenypHbIA KOHTEKCTHO-YYBCTBUTENbHbLIN aHanu3: CTatnyeckui aHanus, npu KoTo-
pPOM BbISBNSIEMbIE CBONCTBA NPOrPaMMbl YHUTLIBAIOT B3aUMOAENCTBUE HECKONBKUX NPoUeayp, B TOM Yucne —
BO3HMKAtOLlee B pe3ynbTaTe BbIMOMHEHNA HECKOMNbKUX Npoueayp Mnu Bbi30BOB npouedypamu Apyr Apyra, a
TaKkKe KOHTEKCTbi UX BbI30BA.

NMpumevanns

1 B xope aHanusa yuuTbiBaeTCst KOHTEKCT Bblaosa npoueaypsl npy obpaboTke ee BbLI30BA, T. €. COMNOCTABNAETCS
MHDOOPMALIMA U3 BbI3bIBAIOLLEN U BbI3bIBAEMON NPOLIEAYP NPUMEHUTENLHO K KEXAOMY MECTY Bbi30BA U €70 OKPYXEHUIO:
hakTU4EeCKUM NapamMeTpam, COCTOSHUIO rMobanbHbLIX NEPEMEHHbLIX U T. N.

2 Tepmunel 3.1.6, 3.1.17, 3.1.18, 3.1.28, 3.1.32, 3.1.36 onpenensioT paanuuHbie CBONCTBA METOA08 aHanu3a npo-
rPaMMm, KOTOPBLIE MOMYT NMPUMEHATLCS KaK Mpu CTATUYMECKOM aHanunse nporpamMm, Tak 1 Ans ONTUMU3Auun NpoOrpamMbl B
xone ee komnunsumu. B Hactoswem cranpapre tepmunnl 3.1.6, 3.1.17, 3.1.18, 3.1.28, 3.1.32, 3.1.36 TpakTyioTCs Kak
CBOWCTBA METOA0B CTaTU4ECKOro aHanu3sa. B csoto ouepeab, tepmuHbl 3.1.1—3.1.5, 3.1.7 onucoiBaloT ceMencrsa Buaos
aHanusa.

3.1.19 moaenbHbin BapuaHT (ownbku): MMogTvn HekoToporo Tuna owubku 8 NporpaMmMe, oTHeCeHWe
K KOTOPOMY OCYLWECTBNSETCA UCX0AA 13 0CODEHHOCTEN peanu3aumn ownbku AaHHOIo TUNa u ocobeHHocTen
$3blKa NPOrpaMMnpoOBaHus.

NMpumevarHne — Pazbuenne Tuna owmnbku Ha MOMENbHLIC BApUaHTbl NPUMEHAETCA 13-33 TEXHOMNOFUHMECKUX
OFpaHUHEHUI CTATUMECKOTC aHanvaa 8 uensx agdekTuBHoNn paboTbl CTAaTUYECKUX aHanM3aTopos, CBOAS 3aaadqy novcka
owunbkn Bonee obwero Tvna K 3agaqe Nonucka ownbok MHOXeCcTsa NoATHUNOB.

3.1.20 ownbka B nporpamme:; KOHCTPYKUMS v HaOOP KOHCTPYKUUIA B MCXOOQHOM KOAE NPOrpammbl,
HanM4Me KOTOPOW ykasbiBaeT Ha BO3MOXHOCTb peanvsauny yrpo3 BeszonacHocTv nHOpMauvM Wunu Ha
ownbKy peanni3oBaHHOIo B NporpaMMe anroputma.

NMpumevanus

1 Owwnbka 8 NporpaMmme MOXET ObiTb YA3BMMOCTLIO NPOrpaMmel, NPOrPaMMHONR 3aknaakon, ownbKok peann3osaH-
HOro anropuTMa, NPMBOANTL K YTEUKE KOHMAEHUNANbHLIX 4aHHBIX, OTKa3y NporpammHoro obecnedenns n np. B HacTos-
weM CcTasaapTe B 3a4a4M CTAaTUYECKOTO aHanNM3a He BX04WT pasrpadnyenve ownbok 8 YacTu nocneacTaui, Heobxogumo
HaAWTY NOTEHLMANbHbIE MECTa OWNBOK.

2 lNpw aHanu3e 4acTv NporpaMmet (Npoueayp) C HEM3BECTHBIM KOHTEKCTOM Bbi30Ba OwWMbKa MOXET peanu3osaTscs
B KOHTEKCTE, HEe COoAepKallemMcsa 8 13BECTHOW aHaNU3aTopy YacTu. B 3TOM cnydae cyauTb O AOXHOCTH cpabaTbisaHus
MOXHO ML C y4ETOM BCEW NPOrpamMMmbl.

3.1.21 noTtouHbIW BapuaHT (owKBKK): CNocob BbipaxeHns OLIMOKN B UCXOQHOM KOLE NPOorpamMMb: ye-
pe3 KOHKPETHYHO CTPYKTYPY NOTOKOB YNPABREHNUS U AAHHbIX.

MNpumeuaHue — NOTOUHBLIEC BAPUAHTLE ABMAIOTCA OBLMMK ANS BCEX TUMOB OWNBOK, TaK KaK XapakTepuayioT He
camy owwmbky, a cnocob ee BLIPAXKEHUS B UCXOQHOM KOAE NPOrpamMmbl (XapakTepHbii BUA NOTOKOB YNPaBNEHUA # AaHHbIX).

3.1.22

nporpamma: [laHHble, NpeaHasHa4YeHHble ANA YNPaBNEeHNA KOHKPETHLIMKU KOMMNOHEHTaMu CUCTeMb!
06paboTkm MHpopMaLMK B Lienax peanvsauun onpeaeneHHoro anropuTma.
[FOCT 19781—90, c1atba 1]
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3.1.23

nporpammHoe obecnevernne: COBOKYNHOCTL NPOrpamMm cucTeMbl 00paboTkm nHopmaumm 1 npo-
rPaMMHbIX QOKYMEHTOB, HeoBXoauMbIx ONS IKCNNyaTaunn 3Tnx nporpamm.
[FOCT 19781—90, cTaTtba 2]

3.1.24 nyTtb BbinonHeuusa: flocnegoBaTenbHOCTL ONEPAToOPOB NPOrpaMmbl UK NPoUeaypbl, KoTopas
BbINONHAETCA NPY 3a4aHHbIX BXOAHbLIX A2HHLIX UMK NapamMeTpax npoueaypbi.

3.1.25 paspaboTumk nporpammHoro obecneveHun: Oprannsauus, BbinonHsoWAs paboTel Ha BCex
cTaaunsax paspaboTku NporpaMmet UK OTBETCTBEHHAA, KAK MUHUMYM, 33 TAKUe NPOLECChl XKUSHEHHOTO UMKNa,
KaK npoueccesl peanuiaumm n npouececsl NOAOAEPNKKU NPOrpaMmMHbIX CPeacTs.

Mpumeuvanne — Cragum paspaborkm — no FOCT 19.102, npouecco! Xu3neHHoro yukna — no FOCT P NCO/
M3K 12207.

3.1.26 cbopka MO: Mpouecc NOCTPOEHUSE U3 UCXOAHBIX Moaynen MO nporpaMMHbIX MOAYNER, rOTOBbIX
K BBIMONHEHUIO UNU UHTEpPNpeTaumu, uunu ubnuorek.
3.1.27

cbopoyHan cpena: COBOKYNHOCTH MPOrpaMMHbIX U annapaTHbiX CPeAcTB, cnyx0 CBA3un, nHTepgen-
co8, (hopMaToB AaHHBLIX, NPOTOKONOB, CTaxAapTos, obecneynsatowmx npeodbpasoBaHmne UCXOAHOro Koaa
nporpamm B nNporpammHbie naketbi B COOTBETCTBUU C NPEACTABNEHHBIMA METAAaHHbIMU U C YYETOM 3aBK-
CUMOCTER NPOTPaMMHOrO Nakera.

[Agantuposaro s FOCT P 54593—2011, nywkT 3.13]

3.1.28 curHatypHbin aHann3: CtaTnyeckuil aHanua, onpeaensouwni Hannume CBONCTBa NPOrpaMmol
1Py NOMOLLM NOMCKA CTPOK B UCXOAHOM KOAE NPOrpaMMbl NO HEKOTOPOMY 00pasily, 8 TOM Yucne 3agaHHOMY C
NOMOLLBLID (HOPMaANLHOro A3blka NOWCKA, HaNnpPUMepP NP NOMOLUM PEFYNAPHbLIX BbiPaXXeHUN.

3.1.29 cucrema HenpepbiBHOW UHTerpaumn: Cucrema, obecnedmsaroulas asTOMaTUIMPOBAHHYIO
cbopky un tectuposanue NO.

Mpumevarnune — YacToie aBTOMATU3VPOBAHHbLIE COOPKK MO NPUMEHRAKTCA 4N CKOPENLWIEro BbIRBNEHNUS OLLN-
60K u pewenust npobnem, BO3HUKAKLWMUX NPpYU 06bEeAVHEHNN U3MEHEHWIA KOAA.

3.1.30 cuctema cb6opku NO: CoBOKYNHOCTL NPOrPaMMHBLIX CPEACTB ¥ KOHMUINYypAUNOHHbLIX hannos,
KOTOpas no3sonseT BuinonHuTs cbopky MO.

3.1.31 cpega ananu3a MO: CoBOKYNHOCTL NPOrpPaMMHBIX ¥ annapaTHbIX CPeacTs, cnyxb ceasw,
vHTepdencos, ¢OpMaTOB AaHHBIX, NPOTOKONOB, CTaHAapToB, oObeCcneYuBalwWmx Cratudecku adanu3s
nporpamme!.

3.1.32 craTtucTruueckum aHanua: Cratuuecku aHanus, onpenensaollia CTaTUCTUKY ANS HEKOTOPOro
CBOWCTBaA NPOrpammsl, Hanpumep: HaACKOMbKO 4acTo B NPOrpamme NpoBepsaeTcs BO3Bpallaemoe 3HaueHue
HEKOTOPOW OYHKUMM.

3.1.33 cTtaTtudeckuin aHanunis: Bupg paboT No HCTPYMEHTANbHOMY UCCNEA0BAHUIO NPOFPAaMMbI, OCHO-
BaHHbLIWM Ha aHaNU3e UCXOAHbLIX KOAOB B PEXUME, He NPesyCcMaTPpUBaIoWeEM PEeanbHOMo BbINOMHEHUS KoAa, U
BbINOMHAEMbIN ONs ONpeAeneHnsa CBONCTB NPorpaMmebi.

NMpumeyvannsn

1 B npodeccnoHanbHOm TePMUHONOMMN YCTORNOCH B3aUMO3aMEHAEMOE NPUMEHEHNE TEPMUHOB «aHarNu3 ucxog-

HbIX TEKCTOB» U «@HANN3 UCXOQHOTO KOAAY.
2 B 4acTHOCTY, CTaTUYECKWIA aHaNU3 NPUMEHSIETCS ANS BbifBREHUA OWMBOK B NporpaMme.

3.1.34 cTatuyecknn aHanusartop: [porpammMHOe UHCTRPYMEHTaNLHoe CPEACTBO, KOTOPOE BbINONHSET
CTaTu4eckuid aHann3 B aBTOMaTU4YeCKOM pexume.

3.1.35 Tvn ownbku: Kareropus owmnbok B nporpamme, 0Tpaxawuwas nx obuiHOCTL B CBOWCTBAX W
XapaKkTepUCTUKax.

Mpumeuvanune — Crarnyeckue aHannsaropsi cHabxaloTr npegynpexgeHus o6 ownbke ANarHOCTUHECKON UH-
dopmaumen, 8 COCTaB KOTOPOW BXOAMT Tun ownbkun. NpumeHaemas B CTaTUHECKUX aHaNU3aTopax TUNU3aumsa pasHUTCS,
4TO 3aTpYAHSIET COOTHECEHWE NpeaynpexaeHnid, NoNyYeHHbIX OT pa3Hbix aHanuiaTtopos. [ns obneryenus paboTel ¢ npe-
AYNPeXaeHnaMM 8 QUarHOCTUHECKYHO MHGOpMauMo 400aBNSOT COOTHECEHWE OWWBKK C OOHOW 13 NONYNAPHBLIX CUCTEM
knaccnpmkaumm nedexktoB besonacHocTu, Hanpumep ¢ nepevHem yrpo3 blY ®CT3K Poccun nnu MITRE CWE.
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3.1.36 4yyBCTBUTENLHbLIA K NYTAM BbLINONHEHUA avanua: CTatuyeckuh aHanui nporpammbl, Npu
KOTOPOM MOryT BbiTh OnpefeneHbl ee CBOWCTBA, NPOABNSIOUINECS NULLIL HA HEKOTOPLIX NYTAX BbINOMHEHUS
NporpamMmbl, ¥ yCnoeua {(MNn 4acTb YCNosuiA), npu 0bpalLleRn KOTOPbIX B UCTUHY BbINONHEHWE NPOrpaMmbl
novaeT No yKa3aHHOMY aHanu3aTopoOM NyTU.

3.2 B HacTosueM CTaHaapTe NpUMeHeHbl CheayiolliMe COKpaLlieHus:

BAY — BaHk AaHHbiX Yrpos;

OBM — anekTpoHHas BblMUCNNTENbHAS MaluvKa;

CWE — obuwwin nepeveHs gedextos (HepoctaTkos) 6esonacHocTn {Common Weakness Enumeration);

POSIX — Habop cTtaHpapToB, ONMUCLIBAOWMX UHTEPMdERChl MEXAy ONepaurnoHHOM CUCTEMOW U Npu-
KknagHow nporpammon (Portable Operating System Interface);

SARIF — cdopmar obmeHa pesynbratamu CTaTtm4ecKkoro aHanusa Ha ocHose JSON ans BbiBoga MHCT-
PYMEHTOB cTatnyeckoro aHanu3sa (Static Analysis Results Interchange Format).

4 OOwue nonoxeHnn

4.1 MpepoTspauieHue NOABNEHUS U YCTPAHEHNE YA3BUMOCTEN NPOrpaMmbl MOXET BbITb JOCTUTHYTO Ny-
Tem peanusauun paspabotumkom MO mep no paspaboTtke BezonacHoro MO, npeactasnerHbix B FOCT P 56939.

4.2 Mpwu cosganunn BesonacHoro MO pa3spabotuunk MO BLINGNHAET CTATU4HECKU aHaNW3 B COOTBETCTBUN
¢ pasgenamu 5—9 B gononkexue k nonoxexuam MOCT P 56939.

4.3 Mepbl no paspabortke BGesonacHoro MO, npeactaBneHHble B HACTOSAWEM CTaHOApTe, BblpaXeHbl
B chopme TpeboBaHUs, pekoMeRgaumMm nnn 4ONYCTUMOro AEWCTBNA, NpegHa3HadYeHHbIX ANs NoAaepXKN 40-
CTUXEHUS pe3ynbTaToB peannaauwu mep. [ns 370l uenu B HaCTosWeM CTaHaapTe UCNOoNb3YIOT COOTBETCTRY-
owue rnaronbl «AoMKeH» («obasaH»), «cneayert» U «MOXeT», oTpaxalwwme pasnuumsa B 06a3aTenbLHOCTH
Mexay pasHeiMu hopmamu Tpebosanui k peanusauuu Mep. naron «aomxken» («obazaH») NpumMeHsoT 4ns
n3noxeHus TpeboBaHus, BbINCNHEHWE KOTOPOro 0653atensHo NS COOTBETCTBUSA, «CNERyeT» — ONS Bblpa-
XEHUS pekoMeHaauuMn cpeam ApYyrux BO3MOXHOCTEN, «MOXeT» — AN TOro, YTobbl 0TpasuTb HanpaeBneHue
OONYCTHUMbIX AEACTBUIN B Npeaenax orpaHUuYeHnn HacTosWero cTanaapTa.

4.4 [ns cootseTcTang TpeboBaHnsiM HacTosLWeEro cTanaapTa paspabotynk MO fomker nenonb3osaTs B
xone pa3paboTkun cTatudecknin aHanm3aTop unu Habop CTaTUYecKUx aHann3aTopos ANs noncka owunbok. Bol-
ABNEHUE KPUTUYECKUX OWUBOK B nporpaMmme cnocobeTayeT MOeHTUMUKALIMK YS3BUMOCTEN, UX YCTPaHEeHNIO
MU paspaboTke KOMNEHCUPYIOWNX Mep.

4.5 Cratnueckuin aHanuns B pamkax xunsHeHHoro uvkna N0 nposogaT B cootBeTCTBUN C TpeboBaHusMH
pasgena 5.

4.6 MeTtoabl 1 NHCTPYMEHTHI CTaTU4ECKOro aHanuaa AOMKHbI COOTBETCTBOBaTL TpeboBaHWaAM pasge-
nos 6—8.

4.7 TpebosaHus, npeabssnseMble K cneuuanucTam, NPOBOASLINM CTAaTUMECKUIA aHan13, — COrNacHo
pasgeny 9.

4.8 lNpoBepKy COOTBETCTBUA CTAaTUYECKOTO aHanuiatopa TpebosaHuaM pasgenos 6—8 npoBoasit co-
rnacHo Metoauke, npusegeHHon B pasaene 10.

4.9 pu OTCYTCTBUU NPUMEHUMBIX MHCTPYMEHTOB CTATUUECKOTO aHanuaa (oTCyTCTBYET nNoaaep»ka uc-
NONL3YEMOro 53blKa NPOrpaMMMpOBaHnst, He NOALAEPKUBAIOTCA UCNONb3yeMble cpeactaa cbopkn MO v T. n.),
oTBEYaLLMX BCeMm TpebosaHuaM pasgenos 6—38, cneayeTt NCNonNL30BaTh B XM3HEHHOM uukne MO muHeTpy-
MeHTbl, Haubonee NONHO BLINOMHALLME faHHbe TpebosaHua. NpuopuTeT cneayeT 0TAABaTL MHCTPYMEHTAM,
OEMOHCTPUPYIOLLMM NyYLive KNIOYEBLIe NOKA3aTenu B COOTBETCTBUN ¢ 8.4,

5 TpeboBaHus K BHeAPEHUIO U NOPAAKY BbINOMIHEHUA CTAaTU4ECKOro aHanusa

5.1 BHegpernue ctatndeckoro aHanuaa O B opraHnsaumm — paspaboruuke MNO cocront M3 cnenyo-
X 3Tanos:
a) noaroToBUTESNbHbIK 3Tan:
1) BbIBOP MHCTPYMEHTA CTATUUECKOrO aHanu3a;
2) nogrotoeka cbopouron cpeabt MO (ana NO, Tpebyowero cbopku) n cpeabl ananusa MNoO;
6) HauanbHbLIM 3Tan:
1) HACTPOMKA MHCTPYMEHTA CTATUYECKOro aHanusa ans agaHHoro MNo;
2) BbINONHEHWE NEPBUYHOIO CTaTUYECKOro ananusa ucxogHoro koaa MNo;
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3) pa3meTka nonyyYeHHbIx pesynsTaTtos n GopMupoBsaHue HavansHon 6a3ssl NpegynpexaeHui o no-
TeHLMaNbHbLIX OWKNDbKax;

8) nposegeHue perynaproro crtatuueckoro adanuaa MNo.

5.2 Ha nogrotoButenbHOM 37ane nposefeHus cratuueckoro aHannia MO ocywecTeBnsaoT BbIGOP WH-
CTPYMEHTE UNK HABOPa UHCTPYMEHTOB CTATUHECKOTO aHanu3a Ans perynspHoro NPoBeaeHUs aHanuaa scero
xoga MO B pamkax xusHeHHoro umkna MO B cooTBeTCTBUM C TpeboBaHusamu pasgenos 7 v 8. [ins aroro gon-
XeH ObiTh BbINONHEH aHanus gokymenTtaumm 1O, a Tawke aHanua ncxogHoro koga MO ansa onpenenexns A3ol-
KOB NPOrpaMmMupoBaHus, Ha KoTopblx Hamncaxo (10, napameTpoB cpefb! dyHkunoHnposannsa MO, Ons MO,
Tpebytoulero cGopku (TPaAHCNAUNIA KOAA, KOMMOHOBKK U T. f1.), A0MKeH ObiTb BLINONHEH aHaNM3 AoKyMeHTauum
cucTembr cOOpKK, MHCTpyMeHToB cbopku MO 1 napameTpoB cpeab MX (PYHKLUMOHMPOBaHWUS (ONepaunoHHbIe
CUCTEMbI, NPOLIECCOPHbIE apXUTEKTYPbI).

C y4eTOM 3THX AaHHLIX HeOOXOAUMO BHIOPATE OAWMH UMK HECKONMLKO CTAaTUMECKMX aHanu3aTopos, yaos-
nereopsirouimx TpebosaHusam pasnenos 7 u 8 u obecneuyunsawmx aHanua NO ¢ yCTaHOBNEHHbIMYU Napa-
MeTpamu.

Cratuueckn ananusartop (Habop aHannMaaTopos) AoMmKkeH obecneunBaTs NOUCK OLWNBOK B Nporpammax,
HanNWCaHHbLIX Ha A3blKax NPOrPAMMUPOBAHWS, UCNOMb3yeMbix Npu paspabotke MO. Cneayer ucnonbL3oBaTb
perynapHo o6HOBNAOWNECS CTaTUHECKME aHaNU3aTopbl, NOAAEPKNBAIOWNE COBPEMEHHbLIE CTAaHAAPTLI A3bl-
KOB NPOrpamMMmUpOBaHNS ¥ COOTBETCTBYIOWME CUCTEMBI COOPKK.

5.3 [nsa MO, Tpebytowero cbopkn, Heobxogumo noaroTosuTb cbopouHyo cpegy MO v cpeny ananuaa
MNMO. B npotueHOM cny4ae, ecnu cbopxa He npegycmoTpena (Hanpumep, MO COCTOMT UCKAKUUTENBHO N3 UH-
TepnpeTMpyeMbiX CKPUNTOB), NOATOTaBNMBAIOT TONbKO cpeay aHanusa M0.

CnegyeTt ncnonb3oBaTh cpefy ananuia [0, no3sonsowylo BLINONHATL cTatudeckun ananns MO
BbIOpaHHbIM MHCTPYMEHTOM (HaBOPOM MHCTPYMEHTOB) aHann3a Cc y4eToM 3alaHHbIX B pasgene 5 speMeH-
HbIX OFPEHUYEHUI HA NePUOLNYHOCTL NPOBOANMOTO aHannaa v ycrpaHeHne BbisiBNEeHHbIX NOTeHUMaNbHBbIX
ownbok.

HdonycTMo ncnonb3osaTh 408 COOPKN U aHaNN3a CTaTUYECKUA aHANN3aTop, Pa3BEPHYTLIA B BUPTYanb-
HON UHDPACTPYKTYpe unu npegocTasnsembin pazpabotumky 0 B Buge cepauca.

5.4 Ha HayanbHOM 3Tane npoeeaenus cratudeckoro ananuaa MO ocywecTenawT:

- HACTPONKY MHCTPYMEHTA CTaTUYEeCKOro aHanuaa ana aaxdHoro NO;

- BblNONHEHWEe NepsnyHOro CTaTUYeCKOro aHanmnia ucxogHoro Koaa ﬂO;

- pasMeTKy NONyyYeHHblX pesynbTaTos v opmupcBaHe HavanbHoW Hasbl NpegynpexgeHni o NoTeH-
ymanbHbiX owmnbdbkax.

Ons NO, Tpebytowero c6opky, HACTPOMKA MHCTPYMEHTA aHannaa 3aknio4aeTcs B BbINONHEHWN B NOATO-
ToBneHHon cbopoyHon cpene nepeudHon cbopkun MO noag KOHTPONEM CTATVYECKOTO aHanM3aTopa 1 B NepBuy-
HO# KOHGUrypauuu aHanusaTtopa. B npotuasHom cnyyae, ecnv cbopka He npeaycmMoTpeHa, 4eNCTBUS OrpaHn-
YUBAKTCA NEPBUYHON KOHDUIypaumnen aHanusaropa.

B xone koHurypaumm 0omkHbl ObiTh BLINOMHEHL! BLIGOP 1 BKNIOYEHWE TUMNOB NpeaynpexaeHuin aHanm-
3aTopa, COOTBETCTBYIOWMX CNIUCKY KpUTUYeckux owunbok, npuseneHHbix B 6.3. B xoae koHdurypaumy mMoryT
BbITb TAKXKE BKNIOYEHBI APYrhe TUMbl NpeaynpexXneHuil aHann3aTopa, CoOOTBETCTBYIOLMNX APYTUM NOTEHLMANb-
HbIM otwinbkam, cneuuduuHbeiM a4na aHannaupyemoro MO (aedekTol KOAMPOBAHUR ANSA A3bIKA NPOrpamMMuUpo-
BaHuA MO, NPUHATLIE CTUNK KOAUPOBAHWA W NP.).

BbinonHexne NnepBUYHOro aHanvaa 3aknio4aeTcs B 3anycke aHanu3aropa B rnofAroToBneHHOW KoHgury-
pauuu U B cpeae aHanuia MO, B pesynbrate nepBuuHOro aHanuia gonxer BoiTb NoNyveH ncxogrblin Habop
BblflaHHbIX aHANW3aTOPOM NPeayNpPexXaeHUn 1 BbINONHEeHA HACTPoNKa NapamMeTpos aHann3aropa Ha aHanua
Aanroro N0 B cpene aHanuaa {(KONUMUECTBO NOTPEBNREMON NAMSTH, NPOLECCOPHLIX Saep # 7. Nn.).

NonyyerHbin HaboOp nNpepynpexaeHnn QomkeH ObiTb pasmedeH cornacHo 5.5 PesynbraTthl pasmeTku
OOMKHBE DbITh COXPaHEeHbLE AN BO3MOXHOCTU CPaBHEHMUA pe3ynbTaTos NOCNeLytownx 3anyckoB aHannaaro-
pa Ha gandom MO, [lauHbie pesynbraThl GOPMUPYIOT HauanbHyo 6asy npegynpexaeHnin 0 NoTeHUWanbHbIX
omnbkax.

Mocne aHanu3a pe3ynbTaTtos NepBUYHOW DA3METKU KOHMDUIypauus CTaTU4ecKoro aHanuaaropa MoXeT
BbiTb ,qopaGOTaHa, B 4aCTHOCTW MOIyT BbiTb BKNIOYEHDI AONONHUNTErNbHbLIE TUMbLI npe,qynpexgenm, BbINOJSTHE-
Ha HaCTPOWKa aHanu3aropa Ha ucnonb3yemMble B 3agaHHomM MO 3anmcTBOBaHHbIC KOMNOHEHTLI, fopaboTaHbl
1 HACTPOEHb! anropUTMbI Bbla4 KOHKPETHbLIX TUNOB nNpeaynpexaeHun 1 np. Kpome Toro, CTaTtn4eckuin ana-
nu3aTop MoXeT ObiTb NO-PAa3sHOMY HACTPOEH ANs pa3fnUyHbIX KOMNOHEHTOR aHanusupyemoro MO, Hanpumep
ANA TeCToB UCKaThb TONLKO KpUTU4eckune owmnbkn.
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Ha ocHOBaHWWM pe3ynbTaTOBR Ha4asnbHOro 3rana npoBedeHus cratuyeckoro aHanuia O moxeT ObiTe
NPUHATO petleHne o BbIbope APYroro CTaTuYecKoro aHanuaaropa.

5.5 Mpeaynpexgennsa 0 NOTEHUMAanNbHbLIX olWwMbKax, NonyyYyeHHble B Xode cTartudeckoro aHanuaa 10,
OOMKHLI BbiTh Pa3MEYeHbl: NPOCMOTPEHbI BN 3KCNEPTHOTO onpeaeneHns nx UCTUHHOCTH MNN NOXHOCTH. Kax-
[0€ BbiJaHHOE npeaynpexaeHne 0 Kputuueckon owmbke (Tunb: kpuTHUeckux ownbok npuseaeHs: 8 6.3—6.5)
[OMKHO OblTh OTHECEHO K onpeaenexHon kateropun. Kateropym QOMKHbLI BKNIOYATL. UCTUHHBIE NPefynpex-
AeHVA, NOXHbie NPeAYNPEeXAeHNS, UCTUHKBIE, HO He Tpedyruine ncnpaeneHn koga npeaynpexaenus. fo-
nyckaeTcs paclnpATL NPUBEAEHHbIR NepeYeHt KaTeropun.

5.6 [Ins cBoeBpeMEHHOFO BbLIABAEHUS Y UCNpaBneHns oWWBOoK CTaTUHECKNA aHanv3 OOMKeH perynsapHo
NpUMeHATLCS K paspabaToiBaemomy MNO. HakonneHve HENPOAHaNU3UPOBAHHLIX U3MEHEHW yYXyalaeT Kaye-
CTBO NPOBOAMMON 3KCNEPTU3bI PE3YNLTATOR aHaNW3a, a UMEHHO; Yaille BO3HWUKAIKOT OLnbKK, NpU KOTOPLIX UC-
TUHHOE NpeaynpexaeHue HeBepHO KNaccuuumupyeTCcs Kak NoxHoe cpabartbiBakue, a Takke yBennuuBaeTcs
OMTeNbHOCTL NPOBOANMON 3KCNEPTU3LI. 3aTem Takoe HakonneHne NpUBOANT U K YCNOXHEHWIO BbISIBIEHHbIX
ucnpasneHuin oWmMboK B CUNY YBEMYUBLLEIOCS BPEMEHHOFO NPOMEXYTKA MeXay BHeceHnem ouwmubikn n ee
ucnpasnexHnem.

PerynsipHocTb cTatudeckorc aHanusa 10 obecneunaercs asTomarusauuven npouesyps! NpoBeaeHUs
aHanuaa cornacHo Tpeboeaxuam 5.6—5.8, Hanpumep ¢ NOMOLLLIO CUCTEMbI HENPEPLIBHOW UHTErpauuny.

Craruueckmun aHanus [0 B8 pamxax xkusHeHHoro uvkna O cnegyet npoBoanTL perynapHo Ha atane
KOHCTpYupoBaHua 1 koMmnnekcuposanna 10, Cratuueckuit aHanua Bcero paspabatwieaemoro MO cnegyet
BbINONHATL HE pexe oaHoro pasa B 10 pabounx gHewn, ecnm 3a AaHHbLIN NEPUOL BPEMEHN UCXOOHbLIA kog Obin
nameHeH. CTatnyeckvini aHanna gobaBneHHbIX MNK N3MEeHEHHbIX YacTen [0 cnegyer BLINONHATL NOCNE Kax-
[0r0 BHECEHHOTO N3MEHERNA.

PesynbTatbl Kax4oro NpoBeaeHHOro CTAaTUMHMECKOTO aHanu3a QOMKHbI COXPaHATLES B XpaHunuwe pe-
3ynNLTaToOB aHanuaa.

B cnyyae ucnonb3oBaHus npu paspabotke MO cuctemb: HENPepbIBHOW UHTerpauun nposeaeHne ctatm-
YEeCcKOro aHanuaa AoMKHO BbiTb BKMIOYEHO B COCTAB aBTOMATUUECKMN BbINONHAEMbLIX NPOBEPOK Koaa.

5.7 lNpoueaypa BbINONHEHUNA cTatudeckoro aHanuaa 10 cocTouT U3 cnegyrowmnx 3TanoB:

a) nonyyeHue BHYTPEHHEro npeacTaBnNerns ONA CTaTUYECKOro aHann3aTopa no UCXOOHOMY Koy BCero
MO Unu ero N3MeHeHHsIX YacTen. [JaHHbIA 3Tan 8LINONHSAIOT:

1) ana NO, Tpebytowero cbopkn, oTAENbLHO B X04e KoHTponupyemoun cbopku 0O B nogrotoBneHHONM
cbopodHOV cpeae;
2) ana MO, He Tpebyouwero cbopky, BMECTE C nocneayowmym 3Tanom;

6) npoBeaeHne B NOAroTOBNEHHON cpene avanunaa MO cneaylownx BMOOB CTAaTUYECKOrO aHanuaa uc-
xoaHoro kopna MNo:

1) cuHTaKCHM4eCKui aHann3 NcxogHoro koga Mo, 8 TOM YMCNe CUrHaATYPHbIA NOWNCK;
2) mexnpoueaypHbil KOHTEKCTHO-YYBCTBUTENbHbLIA aHanu3 ncxogHoro koga Mo.

Mpy HeoBXoAUMOCTY NOCTPOEHHOE B COGTBETCTBUK C NepeYncnieHueM a) BHyTpeHHee npeacTaBnexHve
nepeHocutcs U3 cbopouHon cpeabl B cpegy aHanuaa No;

B) COXpaHeHuWe BblAaHHbIX NPY aHanuse npeaynpexneHunii.

5.8 BblgaHHbIE CTATUYECKUM aHANN3ATOPOM NpeaynpexaeHns A0MKHbI BbiTb paameueHsbl cornacHo 5.5.
Lns ceoespemenHon U 3cdexkTusHOW paboTsl ¢ NONYYEHHBIMU pe3ynsTaTaMy CTaTUYeCckoro aHanusa npo-
CMOTP BbiJAHHbLIX aHANU3aTOPOM NPEeayNPeXAeHUA cneayeT BbiNONHATL!

a) Npu aHanuae uameHeHHbix Yacten MO — He noaxe, Yem yepes Tpu paboynx AHA NOCNe BLINONHERUS
aHanmaa,

6) npu ananunae NO uenukom — He noaxe, Yem Yepes 10 pabouvx AHeN Nocne BLINONHEHNS aHanvaa.

5.9 BbisiBNeHHbie noteHunanbHblie ownbkn, KOTOpble B pe3ynbrate sepudukaumy cornacHo 5.7 boinu
OTHECEHbI K UCTUHHBLIM, He Nno3axe, Yem yepes 10 pabounx gHEN NocNe BLINONHEHWA pa3MeTKW cneayet ucnpa-
BuUTbL NMBO 3aNNaHNpPOBaTb CPOKK UX YCTPAHEHUSA B COOTBETCTBUM C NPUHATBIMKU paspabotuyukom MO npouec-
camu paspabotiu MNO. Ecnu npuMensieTca rubkas metoponorus paspabotku MO, To NnaH no ycTpaHeHuio no-
TeHUMansHOM owmnbky BrkNowaeTcs B bnukanwui umkn paspabotku. Mpu aHanuze MO uenukom ycTpaHeHue
BbISIBAIEHHBLIX NOTEHUMANBHBIX KPUTUYECKUX OLINMOOK A0MKHO BbiTh BLINCMHEHO HE NO3AHee Ha4Yana Kkeanudu-
kauuorHoro Tectuposanus MNO. [1na BbINONHEHKbLIX M3MeEHeHU ucxogHoro koaa MO gonxxa GbiTe o6ecne-
YeHa BO3MOXHOCTbL OAHO3HAYHOW NOAEHTUDUKALUY NIMEHEHUI, KOTOPbIE UCNPABNAIOT KOHKPETHbIE OLUNGKHA.

5.10 BuisBneHHble B X04e CTATMYECKOrO aHanM3a v ycTpaHeHHble NoTeHuuansHsle owunbkun, KoTopblie
66NN NPU3HaHLI UCTUHHLIMK B XO4E pas3MeTKM NpeaynpexaeHWn, MOXHO MCNONL30BaTL B XO4e AnHamuye-
CKOro aHanwsa Ha atane keanudnkaumorHoro Tectnposanus MO B ka4ecTee AONOCNHUTENBHOW MHDOPMALWMK
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0 BO3MOXHO YA3BUMLIX MECTaX NPOrpPammebl, €Cnin UCNoMNb3yembie MHCTPYMEHTHI AUHAMUYeCKOro aHanusa
NOAAEPXKUBAOT TAKYHO BO3MOXHOCTL.

5.11 KoHTponb Hafd XOA0M YCTpaHeHUs BbISIBMEHHbLIX NOTEHUNANbHbLIX OLNOO0K crneayeT BbINOMHATL He
pexe oaHOro pasa B mecsu. [lns BbiNONHEHWS KOHTPONS CNeayeT NPUBNeKaTb CNeLuanucToB, KOTOpbie He
Yy4acTBOBaNU B Npouecce BbINONHEHWS aHanW3a, 3KCNePTHOro APOCMOTPA BbiAaHHbLIX NPEAYNPEXAEeHNA v
yCTpaHeHus noTeHumanbHbix owmbok. PekomerayeTcs ucnonb3osaTe cpeacTea paspabortkm (cuctema KoH-
Tpons Bepcuit 10, cuctema otcnexnsanuna owmnbok MNO), KoTopbie NO3BONAIOT hOpMUPCBATE OTHET O KONNYe-
CTBE BbifABfIEHHbLIX ¥ UCNpaBneHHbix ownbok 8 MO,

5.12 KoHdvrypauus v HaCTpOWKM CTaTUYECKOro aHanu3aropa [OMKHbl PerynsapHo nepecmaTpuearses.
MepecmoTp cnenyeT NPOBOAWUTL NPY U3MEHEHWUW apxuTekTypbi MO, acbaBneHnn CTOPOHHUX KOMMOHEHT, Bbi-
XO[e HOBbIX BEPCUIA CTATUYECKOro anannaartopa. [1na nosbileHust addexTuBHocTM paspaboTtku MO cnepyet
fopabartsiBaTh M HACTPaWBaTL anfoOPUTMbI BbIAYN KOHKPETHBIX TUNOB NpeaynpexneHnt, ecnn cTatmyeckui
aHanu3aTop nNpeaocTasnsaeT TaKy BO3MOXHOCTb.

5.13 B cooreerctBumn ¢ tpebosanusmu FOCT P 56939 paspaboruuk 1O gomkeH npoBoauTh pery-
NAPHLIA NOUCK YS3BUMOCTEN Ha 3Tane 3KCnayaTauum XusHeHHoro uukna MO. B coctas npuMeHseMbiX WH-
CTpYMEeHTanbHbIX cpeacte paspaborunk MO gomkeH BKNKYATL CTaTUYECKUWA aHanusatop. Pexomernagyercs
HaCTpanBaTb KOHPUIypaUUK CTaTUMECKOTO aHanu3aTopa v NPUMEHATL CNeLNanU3npoBaHHLIE METOAb! CTaTh-
yeckoro adanuaa ansa bonee rnybokoro noucka owwnbok. Hanpumep, HacTporka KoHUrypaumuu MoxXeT 3aaa-
BaTb APYrMe NOPOrosble 3HA4YEHUS ONS UCNOMb3YEMbIX PECYPCOB, TAKMX Kak NamMATL U BblYMCNNTENbHbIE A4pa
npoLueccopa, MeHATL napameTpbi IBPUCTUK NPUMEHAEMbIX MatemaTuyeckux mogenen. MNpumepom cneuvanm-
31MPOBaHHOIo METOAa aHannaa SBNSETCH CTaTUHECKMIA aHaNU3 NOMEYEHHbIX QaHHbIX.

6 Knaccudumkauma Kputu4ecknx ownboK, HaXoANMbIX CTaTUYECKUMU
aHanusaropamu

6.1 TpeboBaHUA K CTAaTUMECKOMY aHanu3aTopy, OTHOCALMECS K KAYECTBY BbINONHEHUS aHannsa u pea-
NU30BaHHLIX METOAOB aHaNU3a, BuIPaxatoTCs C y4ETOM HAXOAUMbBIX UM TUNOB OWUBOK B NporpaMmax.

6.2 Owmnbku B nporpammax KNaccuULMpPyoTCs Ha OCHOBE TUNA OWNBKU 1 MOAENBHBIX BAPUAHTOB NPO-
aBnexrna ownbku (nogTrnos). MoaenbHbie BapyaHTbl NPOsIBNEHUst OWNMO0K 334a10T NOATUMNbL! HEKOTOPOro TUNa
ownbky, KoTopbie yaoBHO UCKaTk NPWU NOMOLLM CTATUHECKOTO aHanu3a B TOM Crydae, Korla TOYHbIA NOWUCK
obwero Tuna owubKN 3aTPYRHUTENBHO BLINONHUTL.

Cnocobbi BbipaXeHna MoA4enbHOro BapunaHTa ownbKkn B UCXO4HOM KOAe nporpammbl 3a0at0TCs NOTOY-
HbIMW BapuaHTamu. NoToUHbIE BapraHTbl BO3HWMKAKOT M3-3a CBOWCTB MOTOKa AaHHbIX ¥ yNpasneHus nporpam-
MOW 1 ABRSIOTCH 06LWMMK A8 BCEX TUNOB OWMNBOK.

Pazuoobpasuwe kombuHaunn moaenbHbiX 1 NOTOYHbBIX BapuaHTos owmnbok Heobxoammo anst 6onee Tou-
HOM OLEHKIN BbINONHEHUS TpeDoBaKui, NpeabaBNAeMbIX CTaTUHECKOMY aHanu3aTopy, B YaCTHOCTU — BbiNON-
Hexus Tpebosanni 8.4,

6.3 Kpuruueckue owmbkut rpynnupyoT no TMNaM 8 3aBUCMMOCTU OT A3biKa Nporpammuposadus. Ons
KOMAUMUPYEMBbIX I3LIKOB K TUNAM KPUTUYECKUX OLMBOK OTHOCAT cneayroume oblimve Tunb::

a) ownbKu HENPOBEPEHHOID MCNONBL30BAHUA HYYBCTBUTENBbHbLIX AaHHBLIX (BBOAA Nonb3oBartens, hannos,
ceTm v np.);

0) ownbkK LLENOYNCNEHHOrO NEPENnONHEHNS ¥ HEKOPPEKTHOMD COBMECTHOIO UCNONb30BaHMA 3HAKOBLIX
1 GeasHakoBbIX “ncen;

8) owwndbkm nepenonHenns Bydepa (3anncy unu YTeHWs 3a npegenamu BbigenenHon ans dydepa na-
MATK);

r) OWNBKN HEKOPPEKTHOMO UCNOMNBb30BAHUA CUCTEMHbBIX NPOLEAYP U MHTEPhencoB, CBR3aHHbLIX C obec-
nevexnem nHOPMAaLMOHHON Be3onacHoCTH (WndPOoBaHNSA, pasrpaHnyendus 4ocTyna v np.);

A) ownbxm npu pabote ¢ MHOTONOTOMHBIMKW NPUMUTUBAMU (MHTepdencamu 3anycka NOTOKOB Ha BLINON-
HEHUE, CUHXPOHU3aLMK 1 OBMEHa JaHHBIMKU MEeXaY NOTOKaMKU U np.).

6.4 B uHTepnpeTtupyembix A3blKaxX TUNAMyY KPUTHUYECKUX OLIMBOK SBNSIOTCA cneaytowue obwme Tvno:

a) owwnbku HENPOBEPEHHOIO MCMONBL3OBAHUS YYBCTBUTEMbHBIX 4aHHBLIX (BBOAA Nonb3oBaTtens, hannos,
cetn unp.);

6) owmnbkn HEKOPPEKTHOrO NCNONB30BAHUA CUCTEMHBIX NPOLEAYP U MHTEepdEeNCoB, CBA3aHHbLIX C obec-
neveHnem nHopmaunoHHon 6eaocnacHoCcTy {LWMdPOBaHNA, pasrpaHNYeHns gocTyna v np.);

8) owunbkm npu pabote C MHOIONOTOUYHBLIMK NMPUMUTUBAMM.
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6.5 [1ns 3a0aHHOr0 93bika nporpaMMmupoBaHns TUNbl KpuTudecknx owubok, npuseseHHbie 8 6.3 n 6.4,
MOryT AononHaTbes. [ns aseikos C/C++ B gononHeHuwe K 6.3 cnegyiowmne Tunbl OWKNBOK SBNAIOTCS KPUTK-
YECKUMMU;

a) ownbky pasbiMeHOBAHUS HYMEBOrO yKkasarens,

6) owunbkn genenunsa Ha HONb;

B) OWWbKM ynpasneHns QUHaMUYECKOW NaMaTelo (Bblaenenns, ocBobOXOEHNS, UCMONb30BaHUst OCBO-
6oxaeHHoOW namATy),

r) owmnbkn NcNonb3cBaHnsa (hOPMAaTHON CTPOKK;

[) OWWBKN NCNONL30BAHNA HENHNUWANN3UPORAHHbIX NEPEMEHHbIX;

e) owunbKky yTedek NaMaTn, He3akpoiTbix hannoBblx AECKPUNTOPOB ¥ NECKPUNTOPOB CEeTeBbIX Coean-
HEHWUN.

6.6 MopensHbie BapuaHTbl 418 TUNA OWMOKKU CTPOATCA C YYeTOM Takux (bakTopoB, Kak f3bik Nporpam-
MWPOBaHKS, erc Mogens naMmaTi, cradnaprTHas 6ubnuoteka s3bika n 1. N. Vicxoas M3 3TUX QaHHbIX, 4na Tmna
OWNBKK BLIOENAKTCA BapUaHTLl BOZHUKHOBEHUSI OWNDOKM B NPOTpaMme Ha KOHKPETHOM S3bIKe NporpaMMupo-
BaHUs.

6.7 TloTOYHbLIE BapUaHTbl NPOSBNEHNS MOAENbHbLIX BAPUAHTOB OLWMBKM CTPOATEH € yyeToM 0cobeHHo-
CTen OpraHn3aL M NOTOKOB YNPaBAEHNUS ¥ AaHHbIX B A3bIKE NPOrPaMMUpoBaHua. [INa umnepaTnaHbix S3bikoB
nNporpamMmMupoBaHKA 3a8alTes cneayruine obuime NOToOYHbLIE BAPUAHTDI

a) BapvaHTbi NOTOKA YNPaBNEHNs:

1) npaMONUHENHBLIN Yy4aCcTOK KOAA;
2) ycnosus, zasucsupme oT napameTpos yHKUNUHA;
3) uMKnbl C BBIMUCAUMBIMKA BO BPEMS KOMNUNSLMK rPaHULaMu;
4) UMKNbI C NIMHERHBIM U3MEHEHMEM UHAYKTUBHBLIX NEPEMEHHbIX;
5) CNOXHbIE UUKNbI, BNOXEHHLIE LIMKIIbI.
6) BapmaHTbl NOTOKA OAHHbIX:
1) NOTOK AaHHBIX 3AKNIOYEH NOMHOCTLIO B OOHON DYHKLUK,
2) OaHHbie nepenarTes Yepes MacCUBbl;
3) gaHHbie nepenarTes Yepes CTPYKTyp.I,
4) gaHHble nepenarTCa Yepes O4HY UM HECKOMbKO IYHKUNA.

6.7.1 JononHuTenbHO BbiAeNAeMbie NOTOYHLIE BAPUAHTbLI CBR3bIBAIOTCA C TUNOM S3blka NPOrpaMmunpo-
BaHus (MMREpPaTNBHLIA, PYHKUMOHANbHLIR, 06BbEKTHO-OPUEHTUPOBAHHLIV N NP.) 1 cneundunkon aseika. Hanpn-
Mep, NS sA3bika nporpaMmuposanns C AONONHUTENBHO MOXHO BbIAENWTL CNEAYIOWNE NOTOYHLIE BAPHAHTDLI:

a) BapvaHTbi NOTOKA yNpaBnNeHns:

1) ycnoswus, 3asucsaiMe oT rnobansHbIX NEPEMEHHbIX;
2) hyHKkuMK, Bbi3biBAEMbIE NO YKA3aTEN!Ho;
6) BapmaHTsl nOTOKA HAAHHBIX:
1) AaHHbie nepenainTCs yepes ykasarenu,
2) paHHble nepenarTes yepes rmobansHble NepeMeHHbie;
3) AaHHblEe NepenarTes Yepes CNOXHbIe CTRYKTYPLI AaHHbLIX (CNUCKWU, KONNEKUUN U T. N.).

6.8 lMpumep npumMeHeHnsa KNaccUUKaLnm KpUTUYECKnX ownboK, BLISBASIEMbIX CTaTUHECKUMIN aHanu-

3atopamu ans ownbku nepenonHenus Bycepa, npuBeneH B NnpunoxeHnn A.

7 Tpe6oaaﬂvm K MeToAaM aHanu3ia, peann3oBaHHbIM B CTaTU4YECKOM
aHanunaarope

7.1 KayecTBO CTaATM4ECKOr0 aHanuia onpenenseTca TPeMa XapakTepucTukamu: [oNen NOXHOOTPU-
uartenbHbix cpabaTtbiBaHui, [ONEN NOXHOMONOXUTENbHBIX cpabaTbiBaHWin, CKOPOCTLH) aHanu3a. YKasaHHble
XapaxkTepucTUK1 3aBUCAT OT METOA0B aHanu3a, peanu3oBaHHbIX B CTaTUMECKOM aHanu3atope. Llens npeab-
aBneHus TpebosaHui K MeTOoAaM aHanu3a, peanu3oBaHHbIM B CTATUYECKOM aHanuiaTtope, — obecneunTs
MUHUMANbHLIA YPOBEHL B 4ACTy 40ONe# Nponyckos oWNBOK U NOXHbIX cpabaTbiBaHUi NPU COXPAHEHUU Npu-
eMNeMON CKOpOCTM aHanunaa.

7.2 Cratudeckun aHanu3aTop npeacrasnser cobon oanH MHCTPYMEHT unu Habop vHeTpyMeHTos, obe-
CNeYnBaIoLINX B COBOKYNHOCTU BbINOMTHEHUE TpeboBaHum 7.3—7.6. B 9ToM cnyuae Ans Kaxgoro tuna owmnbkm
no 7.3 B Habope gomxHbl ObiTh UHCTPYMEHTLI, yaosneTeopsiowme TpebosarHuam 7.4—7.6.

7.3 MeTtogbl aHanusa, peanu3oBaHHbie B CTATUYMECKOM aHanuaatope, O0MKHol obecneumsaTtb NOUCK
KPUTNHECKUX OLUMBOK, TUMbl KOTOPbLIX ONPEAENsIOTCA B COOTBETCTBUN C NOAAEPXKUBAEMbIM A3bIKOM NPOrpam-
MUpoBaHKa. Tpebyembie TUMbl KPUTUHECKNX OWNBOK ONA KOMNUMAMPYEMbIX A3bIKOB — COrMacHo 6.3, kpome
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NPUBEAEHHbLIX B NepeYncnenum ), Ans nHTepnpeTupyembix — COrnacHo 6.4, kpome npueeaeHHbIX B nepeunc-
nexuy B), 4ONONKHNTENBHO 4Ns a3bikoB C/C++ — cornacHo 6.5. Mertoawl aHanun3a moryt obecneuneaTb NOWUCK
OCTaNbHbIX TUMOB KpUTHUYECKnX owmrbok no 6.3 1 6.4,

7.4 CTtaTtuyeckui aHanu3aTop OOMMKEH peanu3oBbLIBAThL CneaylouiMe MeToAbl aHanusa: BHYTpunpo-
UenypHbLIN aHann3 NOTOKOB AAHHbLIX U YNPABNEHURA; MEXNPOLEAYPHbLIA U MEXMOAYNbHBLIA KOHTEKCTHO-YYB-
CTBUTENbLHLIA aHANW3 NOTOKA AaHHbLIX; YYBCTBATENbHBLIA K NYTSIM BbINOMHEHUS aHanM3 NOTOKOB OAHHbIX U
YyPaBNeHNs; MEXNPOUEAYPHBLIM N MEXMORYNbHLIN KOHTEKCTHO-YYBCTBUTENbHbIA aHaNn3 NOMEYEHHbIX faH-
HbIX; @aHanNU3 NPoOrpamMMbl Ha CUHTAKCUYECKOM YPOBHE.

B coctas peanusyemMbix METOLOB CTAaTMHECKOrO aHann3a cneayet BKNKOYaTh Cnegyolme MeToab aHa-
nwn3a ons noucka AoNoNHUTENbHBIX TMNOB OLWNBOK, a Takke B Ka4eCcTBE BCROMOratenbHbiX aHanM3os:

a) CUrHaTypHbIN NOUCK;

0) aHanu3 NCesaoHUMOB;

8) aHanNn3 KOCBEHHbLIX BbI30BOB;

r} CTaTUCTUYECKUIA aHanus,

A) aHanu3 repapxuu KNaccos.

MakcumanbHasa rmybvHa noanepKUBaeMoro MexXnpoueaypHoOro aHanvsa {(KonuyecTBo Bbl30BOB Npo-
uenyp, Yepes KOTopbie MOXET nepenasaToca cobupaeman B xoae aHannia nHHOpMaUns O NOTOKEe OaHHbLIX
NporpamMmbl) He AOMKHA ObiTh 3apaHee OrpaHuyeHa, HoO MOXeT ONpeaenaTbCs C YYeTOM AOCTYNHLIX ANS aHa-
Nn3a BbIYUCINTENBHBIX PECYPCOB.

7.5 MNMpu anannze MO, koTopoe Tpebyet cbopkn, aonmkex ObiTb NPUMEHEH BCNOMOraTeNbHblA aHanu3
ANA YTOMHEHWUS MEXMOAYbHLIX CBA3EW, UCMONb3YIOWMA pesynbiaThl KOHTponupyemon coopky O, Ananus
OOMKEeH Yy4MTbIBaTb NapameTpbl NPOrpaMMHbIX MHCTPYMEHTAanbHbIX CpeacTB CUCTEM NPOrpamMmupoBaHvs
(TPaHCNATOPOB, KOMNWNATOPOB, PEAAKTOPOB CBA3EN ¥ T. N.), NPUMEHAEMbIX B XO4€ KOHTPONMPYEeMOon cOopku
MO, ans TOMHOrO CTaTUYECKOro YCTaHOBNEHNSA MEXMOOYNbHBLIX CBA3EN.

MNpu ananuze 0O, kotopoe He Tpebyer cOOPKN, NN HEBO3MOXHOCTU BbINONHKUTL CBOPKY 13-3a Henon-
Horo Habopa ncxoaHbix koaos 10, cTatuyeckoe yCTaHOBNEeHUe MeXMOAYNbHLIX CBA3EH 3aTpyaHuTensHo. B
3TOM Crny4ae B COCTAB METOA0B aHanu3a, peanu3oBaHHbIX B CTATUYECKOM aHanusarope, cnegyeT BKAYaTth
MeToaOb! NPUBNKEHHOTO BOCCTAHOBNEHUS MEXMOLYNbHbIX CBS3EN.

7.6 Ecnu cTatvueckuit aHanv3aTop Ans noucka owmbok, onpeaeneHHsix B 6.3, nepeuncnenune a), npu-
MEHAET aHANU3 NOMEYEHHbLIX AaHHbLIX, OOMKHA ObITL npenocrasneHa BO3MOXHOCTb KOchmrypaq;m aHannia:
OOMXHBI 324aBaTHCA NPOUEAYPLI-MCTOMHVKL ¥ NPOUEAYPLI-CTOKM YYBCTBUTENbHLIX 4aHHbIX.

8 TpeboBaHMA K UHCTPYMEHTaM CTaTUYECKOro aHanu3sa

8.1 Uenbto BbicTaBneHna TpeboBaHuit K MHCTPYMEHTAM CTATUYECKOrO aHanuaa ABNSIoTCS NpoBepka Ka-
YECTBA BLINOMHAEMOrO UHCTPYMEHTOM aHanuaa, NPoBepKa ero NPUMEHNUMOCTU K cospeMeHHomy MO u npo-
BEpKA BO3MOXHOCTU €0 ¥CNONL30BaHUS B NPOMbLILLNEHHOM OKpYXeHuu npouecca pa3paboTku.

8.2 Craruyeckuin aHanu3aTtop AomkeH noaaepxuears aHanns N0 ¢ ucnonb3yeMbiMu 3aUMCTBOBAHHbI-
MU KOMMOHEHTaMU LIENUKOM, Npu 3ToM yrosnetsopsis Tpebosanusim 7.3—7.6, 8.3 1 8.4.

8.3 Cneayert ncnonb3osaTb TakoW cTatudeckun aHanusartop (Habop anann3aTopos), 4TOObLI Ha TexHu-
yeckux cpeacTteax paspaborymka N0 ans nouncka KpuTnyecknx owmnbok obecneunsancs nonHeln ananuna MO
C “CNOMNb3yEeMbIMW 3aNMCTBOBaHHLIMA KOMNOHEHTaMU 3a BPEMS, HE npesBbiaouee ABoe CYTOK.

8.4 TpebosaHusa NO KA4ECTBY BLINOMNHAEMOrO CTaTMYECKOr0 aHanvaa npeabaBnsaOTCA ANA KPUTUYECKUX
TMNOB oWNBOK, NpuBeaeHHbIX B 6.3—6.5, 1 NpoBepsRIOTCA HA KBannukaumoHHOM Habope TecToB, NOCTPOEH-
HbIX B COOTBETCTBUM C Tpebosanusimu pasgena 10.

[ns nanHsIx TMNOB 0WKMBOK Ha Habope TecToB, oTeevalowMx TpebosaHuam 10.4, cTaTnueckuih aHanusa-
TOp AonxeH obecneunBaTs AOCTUXEHUE CNeAYIoWUX noka3atenen:

a) aonto owmrbok NepBOro poaa (NOXHONONOXUTENLHLIX cpabaTbiBaHuit) — He Gonee 50 %;

6) aonto owmnbok BTOPOro poaa (NOXHOOTpUUATENbHbLIX CpabaTbiBaHWNA, T. €. NPONYCKOB 33BeA0MO U3-
BECTHbIX OLLNBOK) — He Bonee 50 %.

Mposepku BoINOMHEHMST TPEBOBAHUIA NO KAYECTBY AOIMKHLI BEINOMHATLCS B NOPsifiKe, OTBEYAOWEM Tpe-
BosaHusam 10.6 B 4acTy NOXHONONOXUTENbHBIX cpabartbiBaHui v oTBevarouieM TpebosaHuam 10.7 8 yacTu
NOXHOOTPUUATENbHbIX CpabaTbiBaHni.

8.5 PeaynstaTtel NpuMeEHEHUA CTATUHECKOTO aHanuaatopa AONXHbl CoAepXaTb CNeaylouwy uH-
chopmauuio:

a) nepedeHb NpeaynpexaeHnii 0 HanneHHbix owmnbkax;
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©) onucaHmne owmnbok;

8) Tvn owmnboKk;

r) MECTO B UICXOIHOM KOAe NPOrPaMmbl, e HanaeHb! ownbdkn.

8.6 B xone pasmertku, NpoBOAWMMO B COOTBETCTBMU € 5.5, nonxkHa BbiTb 0becneveHa BO3MOXHOCTb aB-
TOMATU3AUNY PA3METKI BbIAABAEMbIX NPEAYNPEXIEHNIN C LUeNbI0 COKpaLLEeHUst BpEMEHU, 3aTPaunBaemoro Ha
NPUHATUE PeLleHus, K KaKoW KaTeropun oTHecCTu npepynpexaexne. [lormkHa bbiTb obecnedeHa BO3MOXHOCTb
Haeurauum no koay npw patote ¢ npegynpexaenuamu. JOmkHO 6bITb 06eCneveHo COOTHECEHUE BbIOAHHBLIX
npeaynpexaeHni ¢ UCXoHbIM KOLIOM.

Monnepxka B NPUHATUU PELISHUS U aBTOMAaTU3aurs MOryT BbiTe obecnedeHsl Kak CpeacTsammn M3 co-
cTaBa CTaTUYeCcKorc aHanu3aropa, Tak U CTOPOHHUMK CpeacTBamu.

Mpumevanue —logoepxka B NPUHATUN PEWEHNA U ABTOMETU3AUMS MOTYT BbiTh peann3osaHbl rpauueckim
uHTephencomM aHanuaaropa.

8.7 Cratuyeckun aHann3aTop AomkeH obecneunBaTb BO3MOXHOCTL aBTOMaTU3auumn encTBUiA, npuee-
OeHHbIX 8 5.6, AN MCNONL30OBaHUA B CUCTEMEX HEMNPEPLIBHOW NHTErpaLun, HanpuMep ¢ NOMOLbIO Npeao-
CTaBNeHna KOHCONLHOTO MHTepdenca nu NPoOrpaMmMHOro uHTepdenca cTaTnueckoro ananusaropa.

8.8 [onxHo ObiTk 0DecneveHo xpaHeHue pesynLTarTos 3anyCcka CTaTUYECKOro aHanu3aropa u pasmMeTku
3TMX pe3ynLTaToB. Kaxpoe sbiAaHHoe aHannaaTopoM npegynpexaeHne gonxHo oItk cHabxeHo naeHTudu-
KaTOpOM, C NOMOLLBbIO KOTOPOro ero MOXXHO OAHO3HaYHO HaNTK B pe3ynbTaTax aHannsa. [lonyckaeTcs nenonb-
30BaTb ANS XpaHeHust pe3ynbTaTosB CTOPOHHWE CUCTEMbI (Hanpumep, 6a3bl AaHHbIX).

8.9 Cratnyeckun aHanu3aTop AomxkeH obecnevyMBaTb BO3MOXHOCTL CPaBHEHUS pPe3ynbTaTtoB 3anycKos
aHanuaatopa gns 3agaHHoro MO ¢ y4eToM BbINONHEHHOM NoNb30oBaTenem pa3meTku. Npu cpaBHeHnn pesynb-
TATOB A8YX 3aMYCKOB OOMKHLI ObiTh BbiGENEHbL! rPyNnbl NpeaynpexaeHuit, NpUcyTCTRyOWMe 8 peaynsrarax
oboux 3anyckoB; B pesynsTatax TOMbLKO OAHOro M3 3anyckos. pu NpocMoTpe nonb3osarenem pesynsraTtos
3anycka aHanu3atopa [OMmKHa BblTb obecneveHa BO3ZMOXHOCTL CKPLITUA NpeayNPexaeHun, pasMedeHHbIX
NonNbL30BaTENEM Kak NOXHONONOXKUTENbHbIe cpabaTbiBaHUS M NPUCYTCTBYIOWNX TaKkKe B pesynsTaTtax 3anycka,
CpaBHUBAEMOrO C AaHHbIM. [JonyckaeTcs UCNoNb308aTh ANS CPABHEHUS PE3YNLTATOB CTOPOHHUE CUCTEMBI.

8.10 Crartudeckuit aHanu3aTop OOMKeEH cogepxaTb B AOKYMEHTauuMy onucaHue Bcex Tvnos owmbok,

KOTOpbi€ HaxoaWT aHannaaTop, ¢ ykazaHveM ANS Kaxgoro Tuna owmnbku:

a) onucanunsa oMbKK;

B) BO3MOXHbIX NPUYUH BO3HUKHOBEHUS;

8) npumepos owmnbBOUHOIo Kofa, ANs KOTOPOro BbIAAETCA NpeaynpeXxaeHne o 4aHHOM Tune owwubku;

r) NpUMEpOoB NNK PEeKOMEHAAaUNA NCNPaBNeHUs SaHHOTO TUNa owwbkw.

Mpw onucanuu BbiABNEHHbIX TUNoB ownBOoK cnegyeT yka3biBaTk COOTBETCTBME Tvna ownbky B aHanu-
3arope OOHOMY MU HECKONbKMM uaeHTudunkaropam B cucteme knaccudukaumn aedektos 6esonacHocTn
MITRE CWE.

8.11 Cratuyeckuv aHanu3aTop AOMKEH NOAOEPXUBATb BblAavy pe3ynsTaToB aHanu3a B OTKPbITOM 40-
KYMEHTUPOBAHHOM (hopmaTe, KOTOPbIA MOXET BbiTb NPOUNTEH aBTOMAaTUYECKW, ANA BO3MOXHOCTH UCNOMNb30-
BaKWs aHanua3aTopa B COCTaBe KOMMNEKCOB cpeacTs pa3paboTku N B cucTemax HenpepbiBHOW MHTerpauuu.

MpnmeyaHnue - [puMepoMm OTKPLITOrO CTAHAAPTa PE3yNbTaTOB CTATUUECKONO aHanuia ssnaerca dopmar
SARIF.

8.12 CTaTuueckui aHanu3aTop MOXeT NoAAepXMBaTb BO3IMOXHOCTb A0paboTku peann3oBaHHbIX anro-
PUTMOB (NPaBun) NOMCKa KOHKPETHBLIX TUNOB OWKBOK, a Takke pa3paboTkv u AobasnNeHNs anropuTMOB NOUCKA
HOBLIX TUNOB OWWBOK NoNbL3oBaTenem aHanuaaTopa.

9 Tpe6oaauvm K cneunanucrtam, nposoaauwiumm CTaTU4eCKUN aHanus3

9.1 Llenblo npeabasneHns TpeboBaHMI K cneunanucTam, NPoBOASLLMM CTaTUYECKAA aHanua, sensertcs
obecneueHmne npouecca NpoBedeHNss CTaTUYECKOro aHannsa cornacHo TpeboeaHuam pasgena 5.

9.2 [na obecneuyerns npoueccoB NPOBEAEHUA CTAaTUYECKOro aHanuaa cornacHo tpebosanuam 5.3 1
5.6 npuBnekawTca cneunanucTbl, CoBMewaune KoMmnetTeHuun no paspabotke NO ¢ komneteHumamu no
MHOPMaLIMOHHO-TEXHONOMMYECKOMY 0BCNYXUBaHUIO (CUCTEMHOMY aaMUHUCTpMpoBanuio). CrniegyeT npusne-
KaTe cnewrnanncTos, obnafaltiux CNeAYIOLIMMA 3HAHUAMU U YMEHUAMU;

- 3HaHWe OCHOB ¥ TEXHONOTMIA NPOTPaMMHOW NHKEHEPUU, XN3HeHHOoro uukna Mo;

- 3HaHWe apxuTexkTypbl IBM, ycTponcTBa coBpeMeEHHbIX TEXHUYECKUX CPEACTB, NPUMEHSREMbIX NpK CO3-
[aHUWM NPOrpaMmMHo-annapaTHbiX CPEACTs;

11



FOCT P 71207—2024

- 3HaHWE OCHOBHbIX CETEBbLIX NPOTOKONOR M CEPBUCOB;

- YMEeHWe OLeHWBAaTb BPEMEHHBIE N BLIMUCNUTENBHLIE PECYPCHI, HEODXoAUMbIE AN NPOBEAEeHUs CTaTh-
4YecKoro aHanusa.

9.3 [Ins obecneveHns Nnpoueccos NPOBEAEHNS CTATUUECKOrO aHann3a cornacHo tpebosanusam 5.2, 5.4,
5.7—5.12 npuBnekarnTca cneumanvcTbl, CoBmeLLatoLne KoMmneTeHuun no paspaborke MNO ¢ komnetTeHUMaIMK
B obnactu obecnevenvn knbepbesonacroctu. Cnegyer npuanekars cneunanuctos, obnagarownx cnegyio-
LMW 3HAHUAMU N YMEHWNAMMU:

- 3HaHwne ocHoB HesonacHocTh 10 v cuctem;

- 3HaHne 6a30BblX anropuTMOB U CTPYKTYP AaHHbIX, 6230BbiX NONOKEHUN TEOPUM CROXHOCTU anro-
puTMOB;

- 3HaHWe A3bIKOB NPOrPaMMMPOBaHNUS, NCNONB30BAHHbLIX NPY peanusauunn aHanuanpyemoro MoO;

- 3HaHWe OCHOB U TEXHOMOMIA NPOrPAMMHON MHXEHEPUU, XU3HEHHOro wukna Mo;

- 3HaHwne 6a30BbLIX NPUHLIMNORB YCTPONCTBA ONEPALUMOHHBLIX CUCTEM, OCHOBHbLIX NONOXeHnh Habopa cTaH-
aaptoe POSIX, ecnu aHannanpyetcs O, paccuntarHoe Ha paboty nog ynpasnedunem POSIX-coBMecTumMbIx
ONEepaUnoHHbIX CUCTEM, UMW AaHANOTOB 3TUX CTAHAAPTOB O18 UHLIX CNYYaes;

- 3HaHne apxuTekTypbl 3BM, yCTPOUCTBA COBPEMEHHDbIX TEXHUYECKUX CPEACTB, NPUMEHSAEMbIX NPU CO3-
AaHUKW NPOrpaMmMHO-annapaTHbiX CPeacTs;

- 3HaHWE OCHOBHbLIX CETEeBbLIX NPOTOKOMNOR ¥ CePBUCOB;

- YMEHWE BbINONHATL aHanu3 BbiQaHHbLIX aHANM3aTopoM NpedynpexaeHnin BPyYHYH, AN BbISBNEHHbIX
ownboK oueHnsaTb Nx BNuAHNe Ha besonacHocTb NQ;

- yMeHwe BbibnpaTb cTatuyeckne aHannm3atopol Ans 3agadHoro 1O ¢ y4eToM TeXHUYeCKUx orpaHuye-
HWA peanu3aunmn n pyrgaMeHTanbHbiX OrpaHudeHuin, obycnosneHHbIX CBOWCTBAMM peanu3yembiX B cTatnye-
CKOM aHanusaTope mMoaenew, anropuTMos ¥ MeTo40B.

CnegyeT npuenekaTts CneuranucToB, UMeoWMX ONbIT NPOBEAEHUA CTaTUYeCcKoro akanusa nubo npo-
wealWwmnx NPorpamMMbl NOBLILLEHUS kBanudukauumn No paboTe Co CTaTUYecKMu aHanu3aTopamu.

10 MeTtoauka npoBepku TpeboOBaHMIN K CTaTUHECKOMY aHanu3aTopy

10.1 MeToauka npoeepkn TpebBOBaHUA K CTAaTUHECKOMY aHaNM3aTopy OOMKHA BKOYATL NPOBEPKY Ha
cooTBeTcTBMNE TpeboBaHwAM pasgena 7 u 8.4—8.12.

10.1.1 MNposepky Ha cooTeeTcTBUE TpeboBaHMam paznena 7 v 8.5—8.12 BbINONHSAIOT NyTeM aHanu3a
AOKYMEHTAUMM CTAaTUYECKUX aHaNn3aTopoB ¥ UHbIX peanuaylowmx TpebosaHusa nporpamm u nocnegyowero
aHanu3a pe3ynsTaToB MX 3anyCcKOB B COOTBETCTBYIOWMX pabounx OKpyXeHusx (ycnewen/He ycnewen). flpo-
BEPKY Ha NOMNHOTY peanu3oBaHHbIX METOA0B U OWKNOOK aHann3a cornacHo 7.3—7.6 4ononHUTENsHO BbiNON-
HSOT C NOMOLWLIO Habopa KBanuUKaUuNoHHLIX TecToB cornacHo 10.1.2.

10.1.2 Mpoeepka Ha cooTBeTcTBNE TPpeboBaHUAM 8.4 OOMKHAa BLINONHATLCA C NOMOLWbLID Habopa kea-
NUUKALMOHHBIX TECTOB, yaoBneTaopsiowero TpebosaHuam 10.2, Ans KaXAoro S3bika NporpamMmMnpoBaHus,
NOAAEPXKUBAEMOrO CTAaTUHECKUM aHaNU3aTOPOM.

Ecnun aAns a3bika NporpaMMupoBaHunst OTCYTCTBYeT NOCTYNHBIM HABOP TEeCTos, B NONHOW Mepe cooTBeT-
cTayoumin Tpebosaruam 10.2, fonyckaeTcs UCNONbL30BaTh Habop TeCcToB, YAaCTUYHO COOTBETCTBYIOWMA Tpe-
BoeaHusam 10.2.

MpumeyvaHne — Mpumepom OTKPLITOTO Habopa TECTOB, HACTUUHO COOTBETCTBYIOWEro TpeBGosaHusam 10.2,
nepeuncnenus a) u 6), asnaetca Juliet Test Suite.

10.2 B coctae Habopa kBanudukaumoHHbIX TECTOB ACIMKHbI BXOOUTL!

a) kBannukaunoHHble TecTbl HeDONLWOre pasmepa, coaepxalive ownbKkKu, KOTopble A0MKHBLI ObiTb
HanaeHbl aHann3aTopoM, ANs BCeX TUNOB KPUTUHECKNX owndoK, oTeevatowmx Tpedosanuam 6.3 1 6.4, ¢ yye-
TOM cneunduKki aHann3npyemoro Aabika. TecTbl AOMKHbI NOKPbIBATb MOAENMbHbIE BapuaHTbl COOTBETCTBY-
oWnx TMNoB oWwWKnBOoK B cOOTBETCTBUM C 6.3 N 6.4, B NOTOUHLIX BAPUAHTax B COOTBETCTBUM € 6.7 1 AONONHN-
TENbHO B MNOTOMHbIX BapuaHTax, cneunduYHbIX ANS aHanM3nMpyeMoro \sbika nporpaMmupoBanns. B tectax
cneayeTt yu4mTbiBaTh Lenesyrd nnatopMy BbINONMHEHWS B Criydae, eCnu OHa BWMSeT Ha TeCTypyeMbl Tun
ownbky. [onyckaetca co3naHue TecTa, NPOBEPSIOWIEr0 HECKOMbKO NOTOYHbIX BAPUAHMTOB OAHOBPEMEHHO.
TecTbl NpeaHasHadeHbl Ans OUeHKM Yucna ownbok BTOPOre poaa (NoxHooTpuuarenbHbix cpabarsiBaHnin) u
OUEeHKK NONHOTHI NOAAEPKUBAEMBIX TUNOB OWNGOK;

6) kBanudUKaunoHHbIE TECTbl HEBONBLLOrC pasMepa, [s KOTOPbIX CTaTUHECKUM aHanu3aTtopoMm He
AO0MKHO BbiTh BbiAAHO NOXHONONOXUTENBHBLIX cpabaTbhisaHuit (0WwWNBOK nepBoro poaa). TecTsl AOMKHLI NO-
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KpbiBaTh BCE TUMbl Ownbok B cooteeTcTeumn ¢ 6.3 # 6.4 1 cneyndudHbie ONsS aHANU3NPYEMOro a3blka npo-
rpaMMMpOBaHUa TUNbl OWKWGOK. TecTbl AOMKHLI NOKPLIBATL MOAENbHbIE BAPUAHTLI COOTBETCTBYIOLIMX TUNOB
OWNBOK B COOTBETCTBUMN C 6.3 ¥ 6.4, B NOTOUHLIX BapUaHTax B8 COOTBETCTBUYN C 6.7 U JONONHATENBHO B NO-
TOYHbLIX BapUaHTax, cneundudHbIX ANS aHANU3NPYEMOro A3blKa NPOrpaMMupoBaHus. [lonyckaetcs co3gaHuve
TecTa, NPOBEPAIOLEr0 HECKONBLKO NOTOUHLIX BAPUAHTOB OAHOBPEMEHHO. TeCThl NpeaHa3HaueHs! ANA OLUeHKU
NOMHOTHI PEANM308aHHbLIX METOA0B aHanu3a, KoTopble NO3BOSISIOT HAaXoANTL OWNDKW 13 TeCcToB B cooTaeT-
CTBUY C Nepevncniennem a) 4aHHOro noapasaena, nNpy 3ToMm He gonyckas ownboK NepBoro poaa Ha recTax
[@HHOFO paszaena;

B) KBanMMUKaUMOHHbIE TECTbI-NPOrPaMMbl PasnNNYHbIX pazmepos, Ha 6ase NporpaMm C OTKPbITbIM UC-
XOAHbLIM KOOOM, C 3apaHee M3BecTHbiMu owmnbkamun. TecTol UCNONb3YIOTCA AN CLUEHKU KayecTBa peannso-
BaHHbIX METOAOB aHanu3a B YCANOBUsSIX peanbHblx nporpamm 6onbworo pasmepa. B coctaBe Habopa AomkHbl
NPUCYTCTBOBATL TECTbI, NpeacTasnsiome cneayowne guanasosb: pasmepos N0O: go 100 Tbic. cTPOK KoAa, OT
100 Twic. 4O 1 MAH cTpoK koaa, ot 1 Mk Jo 10 MnH cTpok koga, bonee 10 MNKH CTPOK KOAA.

Cocrtas Habopa kBannuuKaLmMoHHBLIX TECTOB CnegyeT perynapHo Nnepecmartpusath.

Mpumep NoCTPoeHUs K8anUUKaUMOHHbLIX TECTOB ANA oWnbKKM nepenonHexus Oydepa ¢ MCNoNL30Ba-
HUEM psaa NOTOYHLIX BapuaHTos cornacHo 10.2, nepedncneHune a), npeacTaBneH 8 NPUNoXeHun b.

10.3 Habop ksanunkaunoHHLIX TECTOB AOMKEH coaepxaTb onncaHne ownbok, B8 KOTOPOM yKasbiBaeT-
cs pasMelleHne onboYHON KOHCTPYKLUY MM HAbOoPa KOHCTPYKUMI B UCXOAHOM KOge TeCTOBOW NPOrpamMmbl,
TvN ownbkur. Onncanne owunbok ncnonbayeTes Ans NoAcHeTa YMcna AOXKHONONOXUTENBHBIX N NOXHOOTPULA-
TenbHbIX cpabaTbiBaHWiA,

10.4 [onto noxHONONoXWUTENbHbIX cpabaTbiBaHWiA paccYnTbLIBAIOT RO dopmyne

100 % - FPWITW, (1)

rae FPW — uucno npepynpexaeHn 06 obHapyXeHHbIX olwmnbkax, OTHECEHHbIX K NOXHbIM CpabaTbiBaHUsIM;
TW — uucno scex npegynpexaeHnn ob olwmbkax, BblAaHHbIX CTaTUYECKUM aHanU3aTopoMm.
Mokasartens 40NN NOXHONONOXUTEAbHbLIX cpabaTbiBaHvi, 3afaHHbil TpebosanuaMu 8.4, nepeducne-
HUE a), AOMKEeH HE3aBUCUMO PAcCHNTLIBATLCS W OLEHWUBATLCA ANA ABYX rPYNN TeCTOB: KBaNWMUKaLMOHHBIX
TecTos HebonbLoro pasmepa, orsedaiowmx Tpebosanmsm 10.2, nepedncnerns a) v 6), kBaNnMPUKaLMOHHbIX
TECTOB PasnunuHbix pasmepos, orsevaninx Tpebosaruam 10.2, nepeuncneHve B).
10.5 [Jono noxHooTpuuarensHbix cpabarbiBaHui (NponyCcKoB) paccuunTbiBaloT no opmyne

100 % - FN/TB, (2)

rae FN — uncno n3BecTHbIX OWNBOK, kKOTopble He Buinn obHapyXeHs!;
TB — cyMmmapHoe 4nucno ownboK B TECTOBBIX NPOrpaMmmax, HaMepeHHO 3anoXeHHbIX U HenpeaHaMepeH-
HO BHECEHHbIX B KO} U ODHapYXEeHHbIX B XOA€e aHanuaa.

MprnmevyaHue — Usz-3a Hanuuma B coctase Habopa TecTos Ha Hase peancHbix NPOrpPaMM BOIMOXKHbLI CUTYa-
UM BbIABNEHUA paHee HEN3BECTHbLIX OLUMGOK, KOTOpbLIe Bbinn AonyueHbl pa3p860‘FHMKaMM nporpamMmbl, Ha base KOTOpOﬁ
paspabatiBancs Tecr.

Mokaszatens Qony NOXHOOTPpUUATENBHLIX CpabaTbiBaHWK, 3aaaHHbIN Tpebosanuamn 8.4, nepeuucne-
HUe 0), A0MKeH He3aBUCHMMO PacCUnTRIBATLCH N OLIEHUBATLCS ANS ABYX TPYNN TeCTOB: KBaNUMIUKALMOHHBIX
TecTos HebonbLworo pasmepa, oteeqarolmx Tpedosannsam 10.2, nepeuncnenns a) n 6), ksannrKaurMoHHbIX
TeCTOB Pa3nnyHbiX pa3mepos, oTeevalolwmx Tpebosannam 10.2, nepeuncnexne B).

10.6 [ns tvnoB KpuTUYECKUX OwmMBOK NoAcCYET Aonei NoxHblx cpabaToiBaHWi ¥ NPOMYCKOB OOMMKEH
6biTb BLINOMHEH C NOMHON PA3METKON NpeaynpexneHunn.

[lonn nponyckoB K NOXHbIX cpabaTbiBaHWIA NS OCTaNbHbIX TUNOB OWKMOOK B CUCTEME TUNN3aLuMn oue-
HUBAEMOrO CTATUUECKOTO aHanu3aTopa MOTYT NOACYMTLIBATLCS HA OCHOBE penpe3eHTaTMBHON BbIGOPKM
npeaynpexaeHun. [NpegynpexgeHns ana NpocMoTpa AOMKHL! BuibMpaTees cnyyanHbim obpaszom. [1ns kax-
f[oro Tuna owmnbxu bopmupyeTcs nepsuyHas BbIBOPKA, KOTOPAA [OMKHA COCTOATL He MeHee Yem un3 10 npe-
aynpexaeHuir. Ecnu sce npenynpexaeHns nepeuyHON BoIGOPKNA OKa3bIBAOTCA NOXHbLIMU, AanbHerlero pac-
wupeHns BolbopkM He npoucxoauT. Mpu BoiSBNEHUU NOATBEPKAEHHLIX OLWKBOK KONUMYECTBO pasMedaeMblix
npegynpexaeHnin JOMKHO bblTh yBENUUEHO [0 3Ha4YeHUs, He MeHee Yem 8 10 pas npesbillaLlero Konuye-
CTBO BbiSIBIEHHbLIX NOATBEPXAEHHbIX OLMOOK B NepsnyHon Boibopke.

10.7 [Ons oueHkn BbiNonHUMOCTU Tpeboearnni 8.3 (ckopocTy paboTbl CTAaTUYECKOro aHanvaaropa) cre-
ayert npuMersTb Habop kBanUVKaAUMOHHbBIX TECTOB, yaoBneTeopawwmMi TpebosaHuam 10.2.
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Mpunoxenne A
(cnpaBosHoe)

Mpumep NpumeHeHUs KnaccudurKkaumm KpUTUHECKUX OWNBOoK,
BbISIBASIEMbIX CTaTU4ECKMMM aHanNu3aTopamu, Ans ownbku nepenonHexnnn Sydepa B Asbike C

A.1 Owwubka nepenonHenns Bydepa B asvike C xapakrepuayercs cnefyrowmummu anemertammn: Gygepom, ero pas-
MepoM, UHOEKCOM HEKOPPeKTHOro obpawenns k Bycepy. Vicxoas u3 ycTponcTsa s3bika C, ero mogenu namsaTti v ctax-
AapTHON BUBNMOTEKN, MOXHO BbIAENUTL Creaylowme ocobeHHoCTu:

- Bydpep BbiaeneH B aBTOMATU4ECKON, CTATUYECKOW MNY OMHAMUYECKON NAMATH;

- pasmep bydepa ABASETCA KOHCTAHTON (T. €. U3BECTEH H8 MOMEHT KOMNUNAUMU) NNK BbiMUCNSETCS B xoae paboTs!
nporpammbl;

- noctyn k bydepy OCYLIECTBNRETCH HENOCPEACTBEHHO (Onepaumen UHAeKCaLmMK) N yepes hyHKUMKU cTannapT-
Hon BubnuoTexkn (memcepy, memmove KU T. n.);

- Bydep asnseTcs 0OblMHLIM MACCUBOM UMK COAEPXKUT CTPOKY A3bIKa C;

- pasmep unu uuaexc bydepa nonyyex OT nonb3osatens.

A.2 Vcxoas n3 BbllwenpueeneHHbIX 0COBEHHOCTEN, MOXHO NPUBECTU CReayIoW Yl Knaccudukauumio (TUNU3auuio)
ans ownbku nepenonHeHus bydepa:

a) obwmn tun ownbkn: owmnbka nepenonHenns Sydepa;

6) moaensHbie BapuaHTbl:

1) Gychbep KOHCTAHTHOrO pasmepa, BblAeNeHHbIN B CTATUYECKON NN aBTOMATUYECKOW NaMsATH, OCTYN ¢ nepe-
NONHEeHWeM BbINONHAETCH UHAEKCaUnewn,

2) bychep KOHCTAHTHOrO pa3Mepa, BblAENEHHbIA B CTATUHMECKOW UNK aBTOMATUYECKOW NaMATH, AOCTYN C nepe-
nonHeHueM soinonHAeTCs B BubnuotTeuHon dyHkumnn,

3) Byhep KOHCTAHTHOrO pasmepa, BbIASNEHHbLIR B CTAaTUMECKON UK aBTOMATUHECKOW NaMaT, [OCTyN ¢ nepe-
NONHEeHUEeM BbINONHAETCH UHAEKCAUMER, NPpU 3TOM UHAEBKC Dythepa nonyyeH OT nonL3oBaTens;

4) bycep HEeU3BECTHOrO NPU KOMNUNSUWMN Pa3Mepa, BLIAENEHHbIR B AUHAMUYECKON N aBTOMATUYECKON na-
MSATWU, 4OCTYN C NEpPenofHeHneM BoINOSTHAETCA MHAEKCaUNen;

5) Bythep HEM3BECTHOMO NPX KOMMMNALWN pa3Mepa, BblGeNeHHbIR B AMHAMUYECKoH N aBTOMaTUYECKON Nams-
TH, OCTYN C NepenosiHeHeMm BbINONHAETCA B bnubnuoteuHon pyHKUMMK,

6) bydep HEN3BECTHOTO NPU KOMMUNALKMA pa3mepa, BolOENEHHbIR B AMHAMWYECKON NN aBToOMaTUYeCKon na-
MATK, 4OCTYN C NEPenoNHEHNEM BLINONHAESTCA MHAEKCAUUen, Npu 3TOM pa3mep unn nHaexc bydepa nony4veHsl OT NOMb-
3oBarens;

7) 6yd)ep HEU3BECTHOIO NpM KOMNUNALUUK pasMepa, BblneneHHbM B AMHaMVNeCKOﬁ NN aBTOMaTU4ECKOWN Nams-
TH, ROCTYN C NEPENONHEHUEM BLINONHAETCA B BUBNNOTEUHON DyHKUWK, NPU 3TOM pasmep unu uHaekc Bydepa nonyyeHsi
OT NonNb3oBaTens;

8) BapnaHTbl, NpuBeeHHbIe B nepeuncneHnax 1) — 7), B KoTopbix Bydep SBNSETCA CTPOKOW, YTO ACMNONHU-
TensLHo TpebyeT oTCnexuBaHus ee aAnuHb;

9) BapwaHTbl, NpUBEEeHHbIE B nepeuncrnerusx 1) — 7), B KOTopsix Bydep fBnseTCs CTPOKON, Npu 3TOM ANvHA
CTPOKU NONyYeHa OT NONbL30BaTeNs;

B) A3bik nporpammuposanun; C n C++;
r) cesa3b ¢ knaccudpukatopamu MITRE CWE: CWE-119, 120, 786, 787, 788, 806.
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Mpunoxenne b
(cnpasouroe)

MprMepbl NOCTPOEHUA KBaNUUKaLMOHHbLIX TECTOB AN oWKBKN nepenonHeHnna Gydepa
C MCNONb30BaHWEM NOTO4YHbIX BAPMAHTOB B fi3bike C

Mpumep 1.
MogenbHbi# BapuaHT: A 2, nepeuncnenue 6)1), noTouHsbI BapvaHT: 6.7, nepedncnexus a)2), 6)1).
fdefine SIZE 10
int buf[SIZE};
void test (unsigned 1dx} |
int sum = 0;
1f (idwx < SIZE) |
sum += puf[idx];
idx = idx + 1;
}
sum += buf[idx]; // ommbra

Mpumep 2.
MogpenbHbit BapuaHT: A 2, nepeuncnexue 6)1), noTouHsI BapuaHT: 6.7, nepeuncnenus a)3), 6)1).
fdefine SIZE 10
int buf [STZE};
int check (int 1);
void test(void) |
int idx = SIZE;
for {(int 1 = 0; 1 < SIZE; i++)
1f ({check (1))  // i1f mMoxer Huxorna xe cpatoTaTs
idw = i
break;
!

puf{idx]++; // ounbxka

Mpumep 3.

Mopenbhbit BapuanT: A2, nepeuucnenune 6)1), NoTouHbIN BapuaHT: 6.7, nepeuncnenus a)1), 6)4) u 6.7.1, nepe-
yucneHue 6)1).
kdefine SIZE 10
int buf [SIZE};
void access {(int* buffer) /|

buffer [SIZE]++; // oumbra npyu Bu3oBEe M3 testl
}
void testl () {

access (buf);

Mpumep 4.
MogenbHbitt BapnanT: A.2, nepedncnenue 6)1), noTouHbI BapuaHT: 6.7, nepeuncnerHue 6)4), u 6.7.1, nepevuncne-
HuA a)t), 6)2.
fdefine S5I2E 10
int buf [SIZE];
Nt status;
int getlndex() {
if (status)
return 7; // NPABMIbHEM UHIALKC
else
return SIZE; // crouvukom BOALWON MHOSKC
}
int testZ () |
int 1 = getIndex();
put{i]++; // ocuubxa
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Mpumep 5.
MopenbHbi BapuanT: A2, nepedyucnenue 6)2) (BapuaHnT CO CTPOKOW), NOTOMHBIM BapuaHT: 6.7, nepeuvcne-
HuA a)2), 6)1).

#include <string.h>
int foo (int cond, int n) |
char s(100], dst[10l= “";
int x = 0;
if {(cond)
stroepy (s, “very very long string “);
if (n » 19%5)
XKoo= 1y
strncat {dst, s, n); // ocuubxa
return x;

Mpumep 6.
MogenbHuit BapuanT. A.2, nepeuucnenune 6)2) (BapuanT CO CTPOKOW), NOTOUYHBLIA BapuanTt. 6.7, nepeuncne-
Hus a)3), 6)1).

#include <string.h>
int check (char *str, Iint 1);
int foo (int cond, int n) |
char s[1007];
int idx = 100;
char stri{] = “very very long string “;
int len = strlen(str);
strepy (s, str);
for (int 1 = 0; 1 <= len; i++)
if (check (str, 1)) { // if moxer nuxorza He cpadorars
idx = iy
break;
H

return s{idx}; // oumbka
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